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Abstract Collaborative filtering techniques require tremendous amount of personal data to provide
personalized recommendation services, which has caused the rising concerns about the risk of privacy leakage.
Most existed methods for implementing privacy protection in recommender systems are prone to introduce
excessive noises, which significantly degrades the recommendation quality. To address this problem, a matrix
factorization algorithm satisfying differential privacy is proposed. The method first converts the matrix
factorization problem into two alternate optimization problems, in which user latent factors and item latent factors
are optimized respectively. Then a genetic algorithm is introduced to solve these two optimization problems, in
which the enhanced exponential mechanism is applied into the individual selection and a novel mutation operation
is designed based on the idea of finding important latent factors. Theoretical analysis and experimental results show
that the algorithm can not only provide strong differential privacy protection for user data, but also ensure the
accuracy of recommendations. Therefore, it has good application value in recommender systems.

Key words collaborative filtering; differential privacy; genetic algorithm; matrix factorization

HEFE R G2 4T IR SO0 PRI ML OB E R, wRedchE A, mid E st
RS EEEART B —. R A —% S5 77 HENT P PR B T ER PR AT
FRAHEE L, BRI H B D SRS REACEE — 0 F T HEI0  H P fkon) . EReAEE
SR FTTIN FH P 6 2 0 0 H B B 8 40 AT HES RICH T REALS an SR P T 22 B R AR A e fit
PpIFL I P8 R T ZALT R P B, AAAEH A WoEE, WATRE 2 FEEERE KGR N, HE
N B RA T I 0 JRUS: o A 3 T 408 S B0 b ) T R TR AR . B, JEH A DA R
oy AT DL B R AR JE F A 41 R AR g 2% L8 PR BT R RABR
A, HEIH FR O B0H B TE R AR TR R ) SCHR [6] #R Y T ZE A RRALIIE XL, MRS &R
FE I O RIRL ISR Y, e o0 A T A R R R 1o g b st SR AL R IR A T R AP R ENE AL . ST

Weks HIH: 2020 - 09 —23: &RIHH: 2021 - 03 - 21

HE&UiH: EXRAAREEES (71901045); #HE WA SRR 20YJAZH102); HERHHZEFHL IS (KIQN201900649)
EZTA: Tk (1977-), 5, &, #92, FENEHIRZE. BRA PG B2 a5 4 H T 7. E-mail: wangyongl @cqupt.edu.cn




406 SRR = N A N =

50 &

BR (7] ¥ 2 5 B R R I N R pE R AR A, Jd
PN H W 77 2255 PR S I 22 A Ba AL OR3P . SCHR [8]
Vg 22 43 B A B FH 21 55 T 400 & 1) Wiy () o 908 o 22 B0
h, E I A 208 A% 43R AR AL B e AR i N g
B SKILEALCRY . SCHR [9] 2 tH 1 B A3 AR TR
GVE2> A0 AL B sk RE VR D Laplace M35 11
PR T &

B O TR B o A R HE R B, SR [10] AE
FIEEREREATERTEOLT, PUBhH R iR %
B HEbREREL, WLt 1 RS ORI R T H R PR R
T HEFAE S . SCHR [11) R P A A EFE FE 1)
Fa LRI TR, e TR0 PRI ARt — AL
M) 22y B AL B0k o SOk [12] ad i X B bR ek £
BEATHRBN, $RH TR T A DAk B RS RL R B 40 A 7
Zo DUMR [13-14] K 22 55 BaFA DRI L FH 211 R 25 il
R ES, Wt T 3 Mg 7, B
TEFINAS B I ZRad F2 A A4 45 S A s i g
Ho MR FR AR, SR [15] 76 SVD+EIAY | i%
T 3 MESRARIEAL, B TIERZ @t
PR L FR ) & PR s R (bR . BRI TR
B H bR ek ) ho M R 10 DL S 22 4y B AL PR3
XRT R TR 1) MR K. BEEEFA
PR 75 R BB FE 2 e A5 A0 A B T 23R, 33
IO R B R s 2) ARIEAYE. g7k R S
BB AR LRI EATAT; 3) WA HRERRK
FIVE LR, oM | EIESRI AR,

BT bk i @, A SORE AL B N R4 i
{E55, 015 22 5 BRFA PR3P mT DLIE It 2 3 3k ik 1Y) ik
PR ARSI, AR T 3R I N g 7S i g iR
Ak, BHE EE AR AR FAE T AT A AT, 5
T 2 AT ) 2 SR R B i ) . SR, B
WA EIEAAAE I T NAE: B8, R R AR
BHZHE R, REMEE & R aifT i
TRAPHLE ST NP 2 B PR . gk iR A
R, ASCHGHE T R FIE R OB P IR, B — P
RS AR IR B o3 T 58 o ARSI TR
e 1) R RS e A PR AN AE B AT () P B A
ST E BRI L, A RO R T SR I AR
AEAE PR e 25 1) i 4 P AR A A A R Ytk 1) fE . 2) 5
JFEFH P B E R R AN A w E, BT 1
FERER AR ol 7, R AE R AL LR
R R FE B AR T RSB, AT
S T R AL PRI K A2 8O 2 1) )P4

1 IEpFENR

1.1 EMESRREE
FERE Oy e R B XHEFE A IR R, e
F P AT H S5 5 30 AH 8] Y o 4B PR 5 2 J|] vt
WP u X5 BB R - [ S R s AP, e RY, Kt
A B 7 1a) B A B R RE R R o Py T E
i RS R ) 8RR N0 e RY, K P 10 H K A
T A B AR PR R Qs MIRERE 7y fif S5 w2
K2 2K (1) B fEPMQ:
minf(P.Q)=min Y (ri-PIQ) (D
ek
X, ry APV FRE R P w XETE @ B PF
g5 KON RN B 1V 43 H A B R P -0 H O
wDES . B rPEEHHPEC m, BUHE N
n, WHreR™ QeR™ PeR™4, Hrd<mn.
1.2 ZERF
7= 41 A (differential privacy, DP) J& — Ff 5 714
PR AL CRIFHEZE, @ ook VA8 o w] 428 ) i 7 080008 i 4 ot
SR, CRAERSFAAS B 2 HL A B ] .
X1 EHBRA OP)Y: X FAEEMARIT
W8 D MDD R ZHZE— %84, BBEVLAEE A
H Al B 1 % O C Range(A), 24 HAX 243 & A 5%
K Q) B, AW e-Z 5 BaFA:
Pr[A(D) € O] < e? Pr[A(D') € O] @)

K, e AR, 2 e {HB/NE, BRARYH
R
1.3 $EHEHLH

TR A2 —Fh ST 22 2 B AL PR IR
FB, HEXWT.

X2 FREWLH: BWEENLEE MR
% D, il Awe Q. REQD,w) - RAHITTH
MR E. 5 EE M LUE N Texp(eQ(D, w)/4) FIHER
Mok # i tho, MEE MM o227 AR R
¥, BREE M OFRELE . Hr, R YRR L
QD IR T, WHKQD,w)IBUEEE, KR
AN 1) 22 50 Q (D, w)iE& B B K2 o R
D'5 D NI H IS, A e A%

A> 2w€r33)>§D,Q(D,w) -Q(D,w) 3)

1.4 IEIRIERHLF

SCHR [16] B XA R 1) R e T 1 4 55 4 4
P, SHEELRIAREL, 385 By L] f B IR T



34

oK, EE: AR BERL DRI AR B AR S 407

wREES, AAR TR
F(D,w) =h@)+ ) q(tw) @)

teD
X, DRAE T n N AEdEE: 7TRIEET
He WBUETEHL g0 N T S R, Ron
A%t D A TR  ILEREE ;s h(w) RS 5K
W5 DI ek H . BT b mr H R RR B, S SRR HOL
B AT

X 3 H5RIRHMLH (enhanced exponential
mechanism, EEM): W BEHLELE M BN N EHE4E
D, Hitth Nwe Q. 5k M ULIEH Fexp(ef (D, w)/4)
R Mo it tw, Hd £ (D, w)ifi 22X (4)
Ha 2 e

2 max q(t w)—q{,w),
e } (5)

. tIeT,
A>mln{ 2  max q(t w)—q(t,w)
€T w,w'e

WAL M IR e-Z o FEARY, FREVE M
D9 AR B L] o

MK (5) AT R0 55 15 L ] -5 Fm AR B i 2
[E1] K X 591 52 1l R B IR 5 475 18 T g1, )M q (1, 00)
IR K2R, X HUBOE A R A & g 2 1)
ALK L BN BL, R R LR max g
(t,w) — g (1,0 )F] BEHUAFHL/ME - $Ih$%%ﬁ%
P17 SRR X — g s 50 SR

2 [RFAEIEREME S HMEE

21 BERRERIE

AR B S HERE B G VT 40 5B FE o) A R T
W B R 1 B PRI Q) SR Ak 3 A e A D T A 5 8
TR AR . FEDR AT FE rp A 20 A% SRR SR
FRAER AR b SIS s Fe B L], BE T AT RE R 2>
LR R 2 B R ORF . AU SRR AN T

1) Jo i F 3 O A A 1, E P VT 40 B
rEAT T EE, BRI SRS HCN B, 4%‘1%7’\%1'4:@
[-B, BIFIVE I, 3 28 B 7 0 FEFE R
X R R RIFFAT RSN 70 i, B

P.Q ar%)’rgm(u;w(R

X, Ry, NRFPHF uXtTH i MESEED. B
BRL 73 i ) A A2 R B T PP 70 55 S iR 22
5 AN PRIQFE RS .

2) ¥ 2K (6) 1 H A I L 8 F 9 SREARFAIE SR A
% 1) RAEA P RIBEE 7 m & 2) KB HE Kk

i~ P10 ©)

RFlrg. EI7EREPN, KIHEMRQEEREL M
& H bR R 2L
fyDuP) == (Ri-PI0) = qt.P)  (7)
i€l teDy,

R, g P = ~(Ra— PTQ) A B 3 A JE 41 =
(Qi, RHWITCHINA BREL, B RAEAE A VE 5 L BTl
MR Qi=(0n,00, Q)BT H i W+
F&E; D, ={(QiRu)li€ L} ERTHF ul —nHE
&y L N u PP E 5. N IREEDE S T
WEHERYE, BRETFoRE LT 0kl<1,
ke{l,2,---,d}

[FHE, FERFEQN, TREFPHFEAL, MEH
P BR AL

o000 ==Y (Ri-PI0) =Y q0)  ®

ueU; teD;

Ad, g.0)=~(Ru-PIQ)s 1=(PuRai): Py=
(Put, P PN P uJ BRI F M &; D=
{(Pu.Ru)lu e UpZRTIUH i M — e &S, U
WML i EPES. SERKTFPEE E TR
Pul <15 ke{l,2,.d}s

3) ERRFRHERE Q A, T 2.2 TR
LIS AE 5% (APrivGene) NEEANH 7 SR 20 (7) B
NP R, 15 B R S BRI, B
B P. RJE, (RIFIERE PRAE, RIREER] 2.2 5%
TH I B RA T A% S A AN I H SR AR (8) A A
a8, 1526 NI E B, EEHERME Q. &
HEE ERIRE, FEii P QERE, HRIX
B e KIEAIREL T

I B RA B A% R B it B 1 D A G BV
1 AT, o et 1 B2 AL 182 4% 9% APriveGene
1 2.2 AT RS A

HE 1 BRAAEBAERE RS R 5% (PGMF)

N HPVEDERE r, HP4E4E Users, i
HEEA Ttems, IEARIREL T,

Wi PO
r FE R TRAL AT [ B AR R R, gL AR 1)
=k (6);
fort=1toT
for u in Users
HIE FRRERSLf:

Dy ={(Qu,Ru)i € L} /I3RIUH 7 —JuH 4
P, = APrivGene(Du,fé) IR AR P B A T



408 SRR = N A N =

50 &

end for

for i in Items

W7 HiR R f

D; = {(Py,Rui) u € U}y /AREUINH — e 4
Qi = APrivGene (D fj) /R ff 5 F KA 7
end for

end for

return P, Q
2.2 HUARIBRFARMEEE

ABEIE X SCHR [16] H I B FA 8 A% VL EAT T
MR, B U R ) B R 8 % B (adjusted private
genetic algorithm, APrivGene). fif F| APrivGene 5
X (7) M (8) Fras AL AL 1) @ A7 K i, AE
R BT NIG SR PR BN, S Ton) RE R 2 i A
PIRRARY . FIBPATIY . IWBILEA . L FEFIAR
5 3 NI 4H APrivGene HiZ:,

WIEBY B WE AR e SN & DM EH S
B Ia, BENLER IS d 4 = AR NpTaG kit
e, TR QT EEAER HARREUE f (D, o) EA
T0 A% BRI A T N A

M B DL f(D,w) o P PR R 2, A
e/2TGYE LR IRAE M B AL TR, B FH 38 5 48 2 bl
#l EEM LLIE E Texp(ef (D, w) [2TGAHHIHEZE Mo
ik tho. N T HROREEEN B G RE, R
%A EAT 2R E, ZERoE S, R
FEG i -

G B kR SRR I UK K,
RAEH TR EE. AT 8EFREE, RAER
PRSIV e AR AR B, B
FrUERIPE 53 A C 0, D A RBENL LN . SRJE, DL
WHEERE &SRR NEB, B2 R R %
MEHE AT, B AE - ANYEE £ B
o T H P I H 5B P 7 1 2 7T 3 R T AR
P, RN B 7 PRSI0 B4 1 T T A7
ATl SRR AT BIRAR R, RIS A AR
PASETE, IINQ, a8 R ik 4k .

TR G G, NIEB RN ERIE R &S
PR, A T AL b Ky SR5, IR
LRSI, #ENT —RIEFA . ik B KIEAR
G, i EEM 75 30k H & o™

IRk B FA B AR BRI DR ARSI B 2 R

HiE 2 SO MIBRRAB L L (APrivGene)

#WN: D, Bl udHEED,ED; f BEIHPR

Rk S

fith: BT 2o = (0,0, ,w);

WG FE P S 28 RERE T
d, BRATIE e, BRIKy, WA TL<1, &K
ERIREL G, RIERREEQIIRAN I

BEALAE IG5 i A 0

forg=1to G—1do

S we Q, HH (D, w)

w = EEM (D) //f5 FH 36 5 4 HOH LA e 44

fork=1toddo
x = C(0, 1) /HRFRAERT I 45 A I B H LS
Vi = (W12, Wk + 1%, wa)l[IETT AR5
2 = (W1, w2, Wk =X, )/ T AL
Q=QU{v,vy}

end for

1 =1p;

end for

W MweQ, THHEf(D,w);

w* =EEM;(D);

return w*

TERE 2 v, N T RAER g BOL A VR
FERFUGEAC D T ARG AU R IE AR, SR IG aR e 2
BUEI R BB JE R o SR AR FR I 2.3 9w
23 MEEEFK#E

PE SR AR DR 1 1m) BN, MR i 0 B A TR AN AR T
EMNARf (D, o) FIBRFATIE &, EEM 4% 800 T Mk
R b P B ) S AN B R e

Pr|EEME (D) = P, | o exp(ef4 (D, P) /2TGAP,)
Pr [EEM; (D) = Q,-] o< exp (&£} (Di, Q) /2TGAgi)

HARED, D e ¢ F d+1 D@, H
T4k B 5 10V 70 KU R AE [-B, BIZ 18], |Py| < TAT
1Qil <1, kel{l,2,---.d}, FrlAiodd ¢ (1 BUAE 75 H
T =[-B.BIx[-1,11%. ¥dp, J9KffEH 7 B8 7 1) &
I HI BB B 5 Ao KA H R 2R 5 1) 2 I ) B
JEBRT,  DNIAR B S AR B L ) ) g AT A5

Al:2 max Q(I,Pu)_Q(t/»Pu),
t'eT, PyeQ
Ap, = min ©)

Ap=2 max q@P,)—q@P,)
teT, Py,P,/€Q

» =2 max
€T, 01,0/ €Q

Al =2 maXlegq(LQi)_Q(t”Qi),
N (10

Lr'eT, Q
AQ,’ > min ,
4 qt,0)—-q(t,0/)



34

oK, EE: AR BERL DRI AR B AR S 409

%Tﬁ%ﬁgdﬂl ’ %EQ%U*ﬁgd 1%[1112 o Xﬁ?dfﬁ:

A1=2 max q(t,P)-q{,P,)=
%

t,t' €T ,P,eQ

2 max (maxq(t P, - mmq(t Pu))
P,eQ T

Zmax( max (Rm-—
PueQ\(Ryi,0)ET

PI0;) - min (Rm-—PEQl-)z)

(Ryui, Q)ET

HHLJ:(Ruf,nQiir)le ( ui— P Ql) =0, ﬁﬁu

2
A1 = 2max( max |RM; - PEQ,~| ) <
PyeQ (Rui-Qi)ET

2
2
2}'}32_)(()[3 [Z |Puk|] ]

KT A

A, =2 max
teT Py, P €Q

5 (P01 )
max ((Pu Ql) _(Pu/TQi) )

(Rui, ONET

q(l,Pu)—tI(f,Pu') <

2 max
Pu.PleQ

KN
max ((PMTQi)2 - (PM'TQi)z) <

(Rui» Qi)ET

’
(R;I,lQai))(ET[Z;Z_; thsz(PukPus uk Pus )] <

d
[ > |PukPus - Puk’Pm’|]
k

=1 s=1

FITEL,
4> <2 max
Py,P,eQ
[2BZ|P'4/€ Puk| ZZ|PukPus_PukPus|]
k=1 s=1

LRE A A1 LS., BRI R 1 ) &
I, BHJE D5 ML A2 ) 26 A 9 -

el

232 |Puk Pu|
2 max

PuPieQ X o
+Z ukPus_PukPus'
=1 s=

2max

Ap, > min

(1)
[F) B 0] 45 5K g 30T H RS 1 e R e B
Ao NLi R IR

d 2
2 Bz-i- i s
=]

d
28 Qi - 0|

k=1

A, > min

2 max

o0/ L& o
+Z |Qiins = Qik Qis |
k=1 s=1

(12)

NLEE A p A1 A o, N7 JE B 564, W DL I A 17
IR ERER SRR T EZ MR ES . £25
BT A1 >4y, RXREFNBEH APrivGene HJIEAL,
q(t,P,)—qt,P,))B q(t, Q) q(t, 0 {H 23 3B Wk
AN, AHAIE AN 2 %2 3] APrivGene 34X 5200 .
AL, BE#% APrivGene lz’EﬁU\iﬂli’gﬁD, BH e K12
PN, SERRFRHONLH AT Dok £ RS IR 00, AT
B RARIEF LRI -
3 BEAERah
3.0 REMSW

SEE 1 HE 1 e- 225 Bafh

WEBH: 2 pNEAEED,ED;, pY D NHALR
B, (MronERx D SpHHRrdd; 4
w N F 18 & P,ELQ;, fE M APrivGene 3K fi#
wif, % EEM MR TIE e = e/2TG, TR RNE L
1(PGMF) HAMEIRIIREL, GFRonE%: 2(APrivGene)
HHERIERI S 248 EEM [FRHJEHF4p, 84,
HE 2.3 Fid (9) fk (10), 5 FELUF PIAFHH

A > A0

4> Zl’t, g]l_é’lii)egq(l‘, w)—q(f',w)=

2max f(D,w)~ f (D', w)

Pr|[EEM? (D) = 0]
Pr[EEMS (D) = 0|
exp (e’ f(D,w) /A) / exp(e' f(D',w)[A) _
Z exp (e’ f(D,w")/4) Z exp(e' f (D', w")/4)

weQ w'eQ
exp (&' (f (D, w)— f (D', w)) /1) x
Nexp (e’ (f (D) £ (D.)/A)exp (& £ (D))

w'eR <
D exp (' f(D.w)/4)
w'eQ
D exp(e' (D, /4)
exp (& D)exp (e 2) “g‘?e NPTy B
Xp (& ,
w'eQ



410 R N

50 &

A > A

422 max qt,w)-qto')>
€T ,w,w' e

max ,EQ(CI(E w)—q({',w)-(qt,0)-q({ o)) =

LV el , w,w

max _(f(D,w)~f(D',))=(f (Do)~ f(I,e))

D,D’ ,w,w

Pr [EEM;.’ (D) = ]

Pr [EEM;? (D) = ]
exp(e f(D,w) |4) / exp(e' f(D',w)/A)
D exp(e f(D,0) /)] D exp(el (D' e0') /4)

w'eQ w'eQ
exp (e (f(D,w) = f(D o) /A _
min exp (¢’ (f (D.w)— [ (D) /4)

( (f(D,w)— f(D,w))
D,DI’I,]LL?L)f)’EQeXp(g ( _(f(D,(u’)_f(D/’w/)) )/A)<

exp (&)
zi b, HTA4>min{d,,4,), B

PﬂEEN@%D):aﬁ

<exp(e)
PdEEM?uy)zw]

N APrivGene SR B H 1 &, H
B R IE A L e/ 2TG-Z 3 B Fh . 220y B AL
FRF AV VERR TS, SRR B H R
DR 1 1) B I B30 e/ 2T -2 0 B AL, B0k 13 2
e-Z .
3.2 MASH
3.2.1 AR HAL G 5T

AR SCREANG S B AR 1D SR 2 i Sy R 7 A4
(e R PRI SR A, IXFE AL AT Y AL

1) B4 s A BIAN PR AR . RN BB R
3 (6) T RE 2 ARG R . ik R
(7) A3 (8) Foniinl @i fg, v LoNEEAN P sl A
I H 4350 % 1k H 8 125 R R AR B B R,
P HAREIA AL IR EAR, RT3 T TR .

2) FEFFEIF RN o BN I ) U 3
FEEERE, B4R Rdx (m+n), THERE RS
I P m NI E B n 38 R K. SR
AR m AT SR, S FBUERIEF K.
R, JEEET P, @ AR, e S
WSO FES . I8 URSICEE, 2 S BUEREIKIG
e BT 55 EAEGREA P AR IR FA RS B
T by NYNTIE S i) VN
o AREERG 0 5 fR A AG I, 45 %

AN 1) R A o ) A, EL i R A T B R A
d, Bm/NT m A on, WRMSE S TR,
W) T4 SRS o

322 AR AARATH XG5 AT

APrivGene 5 12 /& PrivGene H. 2% 1) oS ik 5472 o
PrivGene 5953 A 0 28 R EAT LT 10T,
TR 7T, K R BUR R AEA
i, MR AR R . APrivGene BETEAS S £
e, SRIEFERIAMEIRE R &R, IR
ANT7 1A ASE FH bR AE AR 75 23 AT AR R B AL P Bl kAT 28
BAMW A

1) A BT EEM i% i 54 (1) fi . EEM [1RF 5
KT, ARG AN A SRR A KIS, UK
AR /IME AR I B FR R . SRR
A R A 2 TR AR AE— MR R B 2SR, Bt
i3 (9) A (10) FXF T Ap, M 438 5 41 > 47
bEE FEB IS, A IUE R B/, G SRR EL
IR e PR 79300, A A3 A S A R R 2 4 1

2) A BT I R S R BRI b BN . AERE
SR PRI E S AR R B R, (HAS R
JA BRI H XA R R B R B AN RIRR RS ) 567, R
Y AR ol A R T PR AR B AR B BRI . H
J BRI H oo B R R T ) A ) B R A, AR R
HPERR R 7R IE S s W) BRI 3AT R, ARk
WS R, FFEsehbrfEit. ZMuEa 8ERTt 1w
FAE, RIS TRIE M BRI, JkiR
PRS2 B ) .

3) ARAERT PG 4340 C (0, 1) H T 50 i 1R R A 2
Rk, BERGFNEREERRET, iR EE
RV IR —E R 2. W E T =W+
BAERFUGEARS X Kb AT 408, F T AEIEAUS W
B HONL ) S ISR I B . DR A B kAR
17, 20 (9) A= (10) 1 4p, M1 Ao HI B 4055 35 W I8
N, AR BHMEFFA 2 Z BN, X SRR HOL )
(RIREJE PR 2x i)y, Ak it A2 52 3 S D i #3h,
0 H SEAR B

4 SSWERSHR

4.1 IR

X H WA H O B £ Movielens100K Fl
YahooMusic #4752, 4% 8 @ 2 MILLBIBENLRI M
RN . WA BIEER ST 8 Wk 1
FiR o



34

oK, EE: AR BERL DRI AR B AR S 411

®1 SIRBEERITEMN

JEHEA Movielens100K YahooMusic
PP 943 8089
EEREZ 1682 1000
W E% 6.3 1.8
P {E 3.5299 2.6321
VEOr 5 2 1.2671 23821
F P SFVE 5 5 106 33
T H P12 0P 59.4 270.1

42 RBEESITHIER
BRASCIRIEAS,  Ioxt Hofl— SRSkt AT 1
X EUSESS . SIS PP e B SE R IR AR 2 P

®2 REELE

HBEAARR ik
PGMF AL
A EESRARY, B /) 37k (alternating
least squares, ALS)3R fif 45 B 43 fif it 5598

;A BE AL B R 492 (stochastic gradient descent, SGD)
SRIGRERE S, SIBEREREATED, S RERL TR

DPSGDInput™ %} F 44 1753 34T P 3h 2 )5 18 FI SGD 3R M 4E B 43t 1 S0
DPALS™! XFALSSKARI 45 R BEAT 03N, SCMiRa A ORI ) S0k

DPALSOb]"™  XTALSI H bR & ECATPLE), St BefA PRI 1 57

ALSBase!"”

DPSGD"

A SCHL 10 RSER - BB U s B 45 R . R
7R 2 (RMSE) B & 5% L fg

T
~ N2
Z(rui_rm')

RMSE = =
T

Ao, TOAEBPMIETE BAEG AP w0
H iS5 m WP w XESUE 1 000 3T
7o RMSE BN HEFR ARG FE i e
43 LWHER

K SCHR [14] H i AL BE 7 5K, R P43 X [A]
o 1,1, WERENTFEEEN [-1,1]. &
APrivGene 1, g KiEARF KN 23, (EESE KD
85, MITEAREFHIEKN 0.2, BRKITERE
N 0.95, X L BVE I S0 B I E AH N SRR
IS HORE

R T ARUER R B FA GRS, SIZ58 Aok B FA Tl
e WENB/NEE, Meefo.1,1]. B 1 AE 2 4
gh T AR EIE S H AT HREAE Movielens100K
A1 YahooMusic P /™ #(# 5 F 1) RMSE Ml i 45 5 .
Hrh, BAEERARY I ALSBase HI% K25
SRR R L . WEEAR B, BEE e B KR,

FNEVE RMSE 253k, R B R K
PRI TR, HEFAER G I, & BEAE Movielens
100K ### £8 I (1) #E 75 #E 7 1 35 %= T YahooMusic
R4, FEFK L YahooMusic Zi#lE & H A T &
(I B

A

2.2 \ -4 - ALSBase
r\t\ -p-DPALS
20 PN -0 - DPALSODb;
\\\ —-% - DPSGD
18 \\\\\\ = = DPSGDInput
AW —6— PGMF
2 16 \
SR I
14 t \\:\\\
S \*\
1.0 |
>——.———G——.———G——.———G——.———.———
01 02 03 04 05 06 07 08 09 10
BT

1 Movielens100K ##E4E _E ) RMSE il iR 45 3R

i
22 RN —&- ALSBase
NRNON -p- DPALS
20 F NN\ -8 - DPALSOb;j
\\%}é\ —% - DPSGD
AN — % - DPSGDInput
w 18T LGRS —6— PGMF
17 SO
=
o~

0.1 02 03 04 05 06 07 08 09 1.0
[ RL TR
K2 YahooMusic £#H4E I [1) RMSE 45 R

w1, BEE e 1784k, PGMF 1E Movielens
100K %4 4 ) RMSE A: 0.995 <RMSE < 1.308,
T HAB M B R GR T H k. RIFER AT
YahooMusic £ £ M . 7EE 2 H, PGMF
) RMSE s 2 ik T H At xf b5 vk, H RMSE E 1)
5 N1.290 < RMSE < 1.670,  Eb H Al B2 FA {5 47 592
PR 0.2 Aith, ot TR RERYE . ERRA
g b, PGMF 5AZFEAEAEEFALRI (] ALSBase
S ) RMSE 2 B0 2 5 /NE),  [FFEIEB T PGMF
B S R A

TEASZIG o, DPALS 559k (1) 4 7 E 6 1 L
DPSGD ik E . FUONTEAH ERR AL LRI 11 Il
™, ALS [YERELL SGD Z4F, X Fh LML &
ZRARE R TR, (B0, XML



412 R N

50 &

TG W EE, YRR e BN,
DPSGD #11 DPALS Fr 5| A M/ il K, S8R
fie B R R 1 ) 5 S UM TR ZE R R, HERF UE
MR K. £ 19, e=0.18f, DPALS 5 DPSGD
) RMSE #Bi#8 i 1 2.1, 1 PGMF ) RMSE H f
1.3; 7B 2, £=0.18, DPALS 5 DPSGD K]
RMSE #Bi##id 7 2.3, 1fj PGMF ] RMSE R 1.67.
P A 25 U BHAE B AL ORI R B =, PGMF AR
AT .

DPSGDInput 5% & Sk [13] RN & 1 5
%, BEXNVPOEARINGE S . EARELERE S
fiid B IR AT, AERURREA LR TR TR
HRIFRHEEUESIPE . 24 e=1 1, H RMSE & 1E
Movielens100K 5 YahooMusic $4E£E _E4351°4 1.06
A 1.44, JEFR PGMF Hyk AR RARM) . (HAE, X
o B 0T R A e 1 7 RAE S B FA ORI R 3R T
SE|NRE KPR . W 1A 2 TR, TR
£<0.5 i, ZSIVERHES RMSE {8 5580, L
FEUER M EL DPALSOb] 5% A1 PGMF %,

DPALSObj B2 38 5% H b ok B0 AT HL 80 1 52
MESARRT . BTN A M R AR 5T,
Ble € [0.1,0.516F, £t T B PGMF 2 A HoAth i A £
P XN B RA TR 1) K/ B iR UK, TR
i B AL PR 75 oK N AR T PGMF 38R 51 N T3 K
Hng s, RIAE 7R R B N H 1 YahooMusic %
PE4E b, H RMSE 1398 B &It PGMF #&i.

PGMF [ BT oA 325 11 3 2 Ji PR SR
TR EA T SRR IR R AR T 2, X AEB)
Rom e s TR R . BrbL, BIMETE
IR/ANPIBSRATRE S5 T, SR AR HE () B IR 1 1] 2 A AN
SRR AR A, SEIL T 5 AR
5 %R IE

AR XS HERE ZR G0 RS RA A R H T — iy
REZEI BRALDRA M R Sk 2 SRR )
fige 1r RV AL N P S HEAT BOARAL TP e AR T8EA% 5
IRAIEFERRAT R T 3G SRR B L A5 B
R A R A 2 B AL DR . B TR
PP AR, it TR BRI R A, IR
SN TT A S B R 1, AR T SR AR T
HA R T RERTERE . M bRaER 4 LS
06 225 TRAR W AR S R S8 0 1 147 B AL AR 14
#ERPE, JCHAERRA R F R EGR H2R A T . U09R
A DAAS R G A ROR BT IR B T

& F X M

[1] KENTHAPADI K, MIRONOV 1, THAKURTA A G.
Privacy-preserving data mining in industry[C]//Proceedings
of the 12th ACM International Conference on Web Search
and Data Mining. [S.L.]: ACM, 2019: 840-841.

[2] CALANDRINO J A, KILZER A, NARAYANAN A, et al.
" You might also like: " Privacy risks of collaborative
filtering[C]//2011 1EEE Symposium on Security and
Privacy. [S.L]: IEEE, 2011: 231-246.

[3] FREDRIKSON M, JHA S, RISTENPART T. Model
inversion attacks that exploit confidence information and
basic countermeasures[C]//Proceedings of the 22nd ACM
SIGSAC Conference on Computer and Communications
Security. [S.1.]: ACM, 2015: 1322-1333.

[4] WEINSBERG U, BHAGAT S, IOANNIDIS S, et al
BlurMe: Inferring and obfuscating user gender based on
ratings[C]//Proceedings of the 6th ACM Conference on
Recommender Systems. [S.1.]: ACM, 2012: 195-202.

[5] NIKOLAENKO V, IOANNIDIS S, WEINSBERG U, et al.
Privacy-preserving matrix factorization[C]//Proceedings of
the 2013 ACM SIGSAC Conference on Computer &
Communications Security. [S.L.]: ACM, 2013: 801-812.

[6] DWORK C. Differential privacy[C]//Proceedings of the
33rd Int Colloquium on Automata, Languages and
Programming. Binlin: Springer, 2006: 1-12.

[7] MCSHERRY F, MIRONOV I. Differentially private
recommender systems: Building privacy into the net[C]//
Proceedings of the 2009 ACM SIGKDD Internationl
Conference on Knowledge Discovery and Data Mining.
New York: ACM, 2009: 627-636.

[8] ZHU Tian-qing, REN Yong-li, ZHOU Wan-lei, et al. An
effective privacy preserving algorithm for neighborhood-
based collaborative filtering[J]. Future
Computer Systems, 2014, 36: 142-155.

[91 YANG Jing, LI Xiao-ye, SUN Zhen-long, et al. A
differential privacy framework for collaborative filtering[J].
Mathematical Problems in Engineering, 2019, DOI:
10.1155/2019/1460234.

[10] HUA Jing-yu, XIA Chang, ZHONG Sheng. Differential

private matrix factorization[C]//Proceedings of the 24th

Generation

International Conference on Artificial Intelligence. Palo
Alto: AAAI Press, 2015: 1763-1770.

[11] ZHANG Shun, LIU Lai-xiang, CHEN Zhi-li, et al.
Probabilistic matrix factorization with personalized
differential privacy[J]. Knowledge-Based Systems, 2019,
183: 104864.

[12] ZHANG F, LEE V E, CHOO K K R. Jo-DPMF:
Differentially private matrix factorization learming
through joint optimization[J]. Information Sciences, 2018,
467:271-281.

[13] FRIEDMAN A, BERKOVSKY S, KAAFAR M A. A
differential privacy framework for matrix factorization
recommender systems[J]. User Modeling and User-
Adapted Interaction, 2016, 26(5): 1-34.

[14] BERLIOZ A, FRIEDMAN A, KAAFAR M A, et al.
Applying differential privacy to matrix factorization[C]//
Proceedings of the 9th ACM Conference on


https://doi.org/10.1016/j.future.2013.07.019
https://doi.org/10.1016/j.future.2013.07.019
https://doi.org/10.1155/2019/1460234
https://doi.org/10.1155/2019/1460234
https://doi.org/10.1016/j.knosys.2019.07.035
https://doi.org/10.1016/j.ins.2018.07.070
https://doi.org/10.1016/j.future.2013.07.019
https://doi.org/10.1016/j.future.2013.07.019
https://doi.org/10.1155/2019/1460234
https://doi.org/10.1155/2019/1460234
https://doi.org/10.1016/j.knosys.2019.07.035
https://doi.org/10.1016/j.ins.2018.07.070

F3H Tk, S R BRAA R 10 o) R HE AR B 413
Recommender Systems. [S.1.]: ACM, 2015: 107-114. 42(8): 30-37.
[15] $FAEAE, B R, T, F. AT 24 @A F SVD++49 [18] MCSHERRY F, TALWAR K. Mechanism design via
R i FR )] 42415 &R, 2019, 34(1): 43-54. differential  privacy[C]//The 48th  Annual IEEE
XIAN Zheng-zheng, LI Qi-liang, HUANG Xiao-yu, et al. Symposium on Foundations of Computer Science

[16]

[17]

Collaborative filtering via SVD++ with differential
privacy[J]. Control and Decision, 2019, 34(1): 43-54.
ZHANG Jun, XIAO Xiao-kui, YANG yin, et al. PrivGene:
Differentially private model fitting wusing genetic
algorithms[C]//Proceedings of the 2013 ACM SIGMOD
International Conference on Management of Data. [S.1.]:
ACM, 2013: 665-676.

KOREN Y, BELL R, VOLINSKY C. Matrix factorization
techniques for recommender systems[J]. Computer, 2009,

[19]

(FOCS'07). [S.L]: IEEE, 2007: 94-103.

SHARAE, R R, B, F. A5 RAE R LR Sk
& K2 A A5 [T). A+ BAuAEE, 2017(5): 81-88.

XIAN Zheng-zheng, LI Qi-liang, LI Gai, et al. Research
on application of differential privacy in collaborative
filtering algorithms[J]. Computer Science, 2017(5): 81-88.

% B M F


https://doi.org/10.1109/MC.2009.263
https://doi.org/10.11896/j.issn.1002-137X.2017.05.015
https://doi.org/10.11896/j.issn.1002-137X.2017.05.015
https://doi.org/10.1109/MC.2009.263
https://doi.org/10.11896/j.issn.1002-137X.2017.05.015
https://doi.org/10.11896/j.issn.1002-137X.2017.05.015
https://doi.org/10.1109/MC.2009.263
https://doi.org/10.1109/MC.2009.263
https://doi.org/10.11896/j.issn.1002-137X.2017.05.015
https://doi.org/10.11896/j.issn.1002-137X.2017.05.015
https://doi.org/10.11896/j.issn.1002-137X.2017.05.015
https://doi.org/10.11896/j.issn.1002-137X.2017.05.015

	1 理论知识
	1.1 矩阵分解算法
	1.2 差分隐私
	1.3 指数机制
	1.4 增强指数机制

	2 隐私遗传矩阵分解算法
	2.1 算法总体流程
	2.2 改进的隐私遗传算法
	2.3 阻尼因子求解

	3 算法的分析
	3.1 安全性分析
	3.2 效用分析
	3.2.1 对问题转化的分析
	3.2.2 改进隐私遗传算法的分析


	4 实验结果与分析
	4.1 实验数据
	4.2 实验算法与评估指标
	4.3 实验结果

	5 结 束 语

