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Note to the Authentication Operate Modes
of Block Cipher and Provable Security
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Abstract The validity of the provable security of counter with cipher block chaining message authentication
code (CCM) mode and cipher-based message authentication code (CMAC) mode was studied and proved. The
illustrations of different communications’ encryption have been developed. The security of the novel authentication
operation mode is demonstrated with flowing chart. The standardized operation modes of block cipher are proved
to be safe in various environments. The proposed procedure is also applicable to Galois/counter mode (GCM)
operation mode published in July, 2007. The provable security is a necessary process for a new mode of block
cipher.

Key words block cipher; operation environments; operation mode;

provable security; stream cipher

AJIE %2 4= 1% (provable security, PS)HE 18 2 X} 2 42
T BCHE IR BT R B — Fh 7%, SR N H T4
THE DA S B m) BS B3 PR 22 4 58 — I
33 % 2 19794 Rabin 2 5 4 il 1) FH K 25 4053 ff 4
MR UE I 1 ATUE 2 At o S SCHR[L] SOR AT IR
LA T IR PR E e (1) AR RS
SR TR S A, R e 3 S B
(2) i 14 22 4 1 U B B0 955 SR [2] 1) gk 43 %5 S B
() SEAR o IR PR UE B 22 4 O RE S AR SR A S
AR 22 4 58 ORI BRI J 2 19804F 2 P25 44 1) %2
AU, SO S R R O R B
FAAEAE D I8 B R AV S e A AR ke 1 o 3K —
I I 22 A O B AE T IS S (] RE RV AE
LR . BAEAHRE. R AR, 20t 400
A, AR 2 A T AN R I SRR AE T SCHER[5]/) “ B
BUIRE AL~ AT T g S T e 22 47 g
RN B3R TAE, TR 22 4 Ve B A A RV 45 21

Wekm H 3. 2008 — 05 -26; f&[H H#H: 2009 - 05 — 23
FETH: E586311%I(2006AA012428); [HF [ 48K} 3 42(60673075)

n5KRkE.

ATCUE e 0T AR 0 k] v DA 2w st
R FERH R 23 AR A RO B ) O R B, A TR 2 A
SURAAT TARZ TAE; (ER 5 AR R AR =
X7 1) TAE LA 34T

B 6 X (10 e K, XA 4 535 i 2 7 Y ) 34 o
TOBAE . B AR P9 28 5 0 DR SR foff FH PR3 (1) R R 12
FERH BB FRAEL I AT o 2 RS 5
PRI, o) 235 i SRV R AT R IE 22 4 PR F A 0 22
(1. TARERE R o 4 300 Bk i i 2 i R b R
DER—FFE, Eir T2 EE%EETe T 28/
K. EBRbRAEA 2 ZANISTAE i 4% 0 25 50 AESH
SEMIFIN, &1 THT T s pabr il 2 ¥, ¢
BR[7]% 7> 435 FS (JECB. OFB. CBC. CFBiz ik
AT T ANIE R AR TAE. H2, ENERT D%
SENISTARE AT B I8 2 4h, X ATHIE 22 4 1
J7 T 905 S B N IS B E 2E o FF T 9T 45

e fisr: & K(1969-), o, Mt RIBTTLR, TENGEE ZET5mmu.



Ha TR % o EEEEREE B & AR AT 601

W. FEBEAESXACTR. CCM. CMACEI3AHifi
P I IERBINbRHE . SCRR[O]HE H 1 2 4H 1B IR 2 5
1B, XTeSTREAMIE 3 I3k M HIETRIVIUM ) £k
PEAE B AT LLHEAT R b o SCRR[L0]A SCHR[11] 43 51
XCMACHE A ACTRIE AT 1 22 A IR

A E AT HFERSCCM, CMACH #5153k
TTHER, SRJE F ATIE %2 4 HR 6 e AT T AT HH S
T, B 0 2 A — S IE B E R [R5 PR R
FAE— L6 B o XFF-20074E7 A A A5 B A HAT R
XGCMM iz s, AT LU 25401 77 2R3k AT AIE
B, HRI3AEir e HAUAF 2, NISTS H
T GCMITEITE . (HASCE SCHR[13-14]42 Hi B AT kB
AV TR AR R

1 EXEFESHSHE

BMA—EE, CHIZES LSS, FA
TERTEZES LIEE R, DA RERAENH
o A FrdEAd €D, SAEDA K A4 (MIHER T Pr(D) -
WIMEPAMPT L T R A4, AR 95 R T34k
Fo 5 2R I IE T (38 Ath) #4036 1) 52 4 BE ML 07 1) B
S0P A 2 (B B ) 2 S

AdvFCO=max{Adv O (F,F} 1)
i 95 R 575 F4RC, 5B i 1 52 BN L B
[y 2R R BECT I i 22 (B PR B8) 5 SN -
AdvCAT@D=maxp{Advs "¢ @(C,C)} ©)
35 DAL B X (1) A (2) 48R PR s — A 5 A )
B A R K ) AT
A AL A I )32 FARE U Mode(C), 7R 1% %15

[ & |

WHIER TR, TSP S imesstEdH N S 72 5 1
HEREPLT S HLIL AL N:

AdVATC(dlmeSS)(MOde(C))
T 2 A A IIRAEBEHL IS (RN
AdvATCUD(Mode(C)|A)

2 PHBEBEEMMESEEE A

WRE

53 41 % R AR B A% AU AE DES IS I 1) Bk 18
ECB. CBC, DFB. OFB%4Fl . 20014 1SP800-38A
HHfiE T AESHIECB. CBC. CFB. OFBAICTR%5
FhTAERIZC; 200445 H A 41 ISP800-38CH i1 |
IEfR A ACCM; 20054E5 H A i [11SP800-38B H
TN T AMERCMAC. F52 |, &z Fa
TEES AR, RIUTEA R A8 IR B BR824
(1138 5577 2N RE5 (58 2500 B0 10 2 A Th e I8 B B A &%
2. I TECB. CBC. DFB., OFB&4fh {5t
AL 2 M A AT IR AR R SRR T, AR
AR . DL BURAESHRAE OB N AIECCM,
CMACHE . 200747 H30H AAF T H ] HAT S0y
WIEMGCMIZ HABLA, X FIX MR s T
BEEEE5HRA.
21 NERFEXRAIER 2 M

WAL £ 2% 455 X (CCM) B 7E SP800-38C H 2K FH
SR EM RS EAR, WRIIEEE 802.111 L4k )R
WM FiaFAR N, CIEERFC 36103317 kruEfl, 1
1w

JRAEXCCMAFLE— 851, {HZFIPFIRFCH K
FRAEXT AT, U iZE H 7 R

C = (P @ MSByp(S))(MAC)
K1 8 ZEE LRI CCMIZ B

1, &9H%MEFNE. BHNK. B
Counter [ 4= B R HORS XK 050 il g Fif, MACKH)
KA. FABHLEN. W EPFIAECHEIEA, Wik
TR A B FE A«

f(N,A,P)=BgIBiIL IB,|Bij=n O0<i<r

Al LLE H CCMig H 5 UE CTRIZ H AL U -CMAC
IGUFRY, SECTRAMCMACTH Fitia SRk 2C IR FH N e
A

FE 1 WF £ -IMMEKEEEH, ATC €
{CPA ACPA} & 15 41 5 ST B FE B S Bt 5 E 40



602 SRR S N 5 A N =

38 %

BT, d. mess & #E A (mess<d), N:
AdvCATCUMES) CoMIF ) <d%|2M|
‘EEU% %C1:=CCM[F'], C,=C". HRIEH#H T
W, SN X =xx, xxLxJ(nl)x. A

273!
V=YY ViVl Yiew Y, o FHISISO N
oA, B nitnptL +ng=d.
MY, » 1<j<q, 0<I<n,, E Ly HNTFIIH]
BKANTCE, Y, =Y, -
ﬁam@i?ﬁﬂ RO B KB, T

an Sk,b:k—Znj

1quxk7'JEU§I, 23t \QHM T 92 T % i A #
Ny DAE T FI A AL ) A«
u,v<k,u#v:y, ® Xy+1 ® MAC #py @ Xy+1 @ MAC
UFV,Yy @ Xy+1 ® MAC, @ Kiyy @ Xy+1 ® MAC
PR A N A SO, g — R B
5ED_41=1. D=Dg.
WCCMIz FAR T AE B KA TE R A5
HIREZR -
Pr(D, |D,,]=Pr[3u<k:y, =
Y, @ X, ® X, ®MAC, ® MAC, |D, ,]1=
Prl3u<k:F*(y,, ®x ®MAC,) =
w1 DX ®MAC, [ D 1]—“\';I |
WR KRN TTA Y, » ERERIEAN:
Pr[D, | D, ]=Pr[Au<k:y, =

k
u+l ® Xk—l] = M

i — O

y, @ X

Y, DX

W
AdvCATM) (CCM[F*]) = Pr[D] =

—_— d_l —
Pr[Da1]< > Pr[D, | D, ,]=

k=0
2

d—
Z|'V|| 2[M |

EIE 2 WFREAM N SE SRR,
CPA. mess. d(d=mess)UIFTfATE X, M-

AdVCPA(d|mess) (CCM[F*]) 2 (1_1][1_ 1 ] mess x d
e IM[) [M]

EH] ZFE L,
2.2 AR RAER &M
IR 202 7 21 0 Syl i
PRETHRER — PP, WEI2FTR.
VR TR 8 7 o L S G Sk e 38, 4240t

BHAEHASH

K SRR Z BRI R AR B . X T2 (R,
oy R A 57 e s (1) i B
LB LT B, (S K SR IE 5 (2) Wik
HESHAF L, WA IEAEIE g —H 5 FE A
Ko ATia . VE AR KB HIEH, FICMACHE
WS EEE TS Ut

(M ] [(Me ] [m] (M| [M | [Mm]
Y ... VY Y ... Y
D D D D
\4 v v v v v
| G | | Cy | | Ci | Cy Cy Cx
MSB
K2 B EIICMACE B
FE 3 WFEZE - IMMERRERH,

ATC BOBPY A% Gt 75 Sk 3 B SC Bk
CLA1 I S Hds, d. messAE 3% (mess<<d), .
dZ
2IM |
o B

AdvCATSEm™) (CMACIF]) <

iFH]  #C1:=CMAC[F], C,=C

O A 3T X =x % Loxg AEE SCY, =y, Ly,
y,.L.y, » HFHISj<q, nZad#, B+,
+L +ng=d.

MR Y, 1Sj=<q, 0sI<ng, & Xy AT AIM
BKANTCE, Y, =Y, -
BLa AT BRI R,
an§k,b:k—2nj

X NI SC, G 3 oy 2H 2 B I Jim A 46
NYk: DIAE T F A AL i F A
U,V<K,u£v:Yy ® Xy+170y @ Xy+1
UFVYy @ Xy+1 @ kAYy ® Xy 1 @ ki 1=1,2
BREF I AN SR, M — AR .
ED_4=1. D=Dg.
HDRAE, RIUE T BT B AN 2= Al
i, WA EG Ay, e, Hik, i
Sy B I T7 VR0 T CMACIF 1A CT#8 AN g 7= AL
KHHEH . LCMACIZE HBL A N EEK DN U R AEE —
YR AR AR 2R -
Pr(D, | D, ,]=Pr[Bu<k:y, =
Yu ® Xis1 ® X | Dk—l] =

Pridu<k:F*(y,,®x%)=

k
®Xk+1| Dk 1]=_

® X
yu u+l = |M |



Ha PR A

o HE AR B R EC SO IR % 4k 603

WSR A E AR 1 TC N0, EIRRIE O
Pr[D« | D, ]=Pr[3u<k:y, =

k
yu ® Xu+1 ® Xk—1] = M
P
AdvCATI™) (CMAC[F*]) = Pr[D] =
—_— dil —_—
Pr[Daa]< ZPI‘[Dk D=
k=
d4k0 d?
Zim1 2]

EI 4 WCERM LM E SRS,
ATC FACHNA GPAYE £ B S i
RIS, d. messiE & (mess<<d), i

2
AdvCATCUIm=) (CMAC | C*) < | :A |

e AR,

EI 5 WFE M5 E RS
d <+/2M , mess(mess<<d)+&— /3%, .
2
AdVCPA(dlmESS)(CMAC[F*])2 1_1_ 1 d
e [M|)2|M|

WERT R e #E3,

A G KA AR, e NCT RS
CMAC[F ]o 43 B SC i FBlK (B e K, 77
A Rl RE SR K s 2 Al JE B2 B R

d2
—)17 dz M ’ )I_I\IJ:
2IM | VM|

AdvC AU (MCAC[F*]) =

) =50
3 &

3 SH R B S A X T B 1 R R A
B s B nes . CCMiz B i T HE
TR T RS R R, R sk R e R
B F5E. HRMNEHAENXTT LUE H, CCMIRH
TRAE T 95 B i s B e 4k . FIP S RFCH KbriE
BRARTFR F X Fiz HAE . CMACEMACIE H %
B — Mo, B T CTRIEER i — s 5 AR,
AR EHER SMACE A MRARI X Ao @i Fik
VNI W R eog L ] 31 P 2 AP s s T
HH B R PR R, e AR A
WIR B RERSAE LR 2 N R BLA SR B 5% X

X, i R S E, YOI BT RGP
AW BE RN B RS TR SRR o 4 %
WA K 2 A . MENAGN S, “et55%
Mk RS R A TP JE I, Db 2 e R
—J7 M. FTLL, 4r 4R AN R s SR 5 AR 2
AR BEX L S PR B ok o B, NIST X
GCM B THFIIE B AT 30 k%R T /T JLFR ¥ (142
FBSIEERER R LA R, 37 T H A,
HATUE 22 AP TAE 5 L CCMACMAC &2 LT -

& F X M
[1]] GOLDWASSER S, MICALI S, RACKOFF C. The
knowledge complexity of interactive proof systems[J].
SIAM Journal on Computing , 1989, 18(1): 186-208.
[2] FRANKEL Y, YUNG M. Cryptanalysis of the immunized
public key systems[C]//Advances in  Cryptology-
Eurocrypt "95. [S.1.]: Springer-Verlag, 2004: 287-296.
[3] BELLARE M, ROGAWAY P. Random oracles are practical:
a paradigm for designing efficient protocols[C]//ACM
Conference on Computer and Communications Security.
[S.1.]: ACM, 2007: 62-73.
[4] BONEH D, DEMILLO R, LIPTON R. On the importance of
checking cryptographic protocols for faults[C]//Advances in
Cryptology-Eurocrypt "97. Konstanz, Germany:
Springer-Verlag, 1997: 37-51.
[5] MANGER J. A chosen ciphertext attack on RSA optimal
asymmetric encryption padding(OAEP) as standardized in
PKCS[C]//Advances in Cryptology-Crypto 2001. Santa
Barbara: Springer-Verloag, 2001: 230-238.
[6] National Institute of Standards and Technology (NI ST). NI-
ST special publication 800-38A[S]. Recommendation for
Block Cipher Modes of Operation: Methods and Techniques,
2001.
[7] FIBIKOVA L. Provable secure scalable block ciphers[D].
Duisburg: University Duisburg-Essen, 2003.
[8] National Institute of Standards and Technology(NIST).
NIST special publication 800-38B[S]. Recommendation for
Block Cipher Modes of Operation: The CMAC Mode for
Authentication, 2005.
91 & &, B, KRG, 55 R R H R A
A G RGBT [I]. BT AR 4R, 2007, 36(3):
649-651.
LUO Lan, QU Ze-hui, ZHANG Feng-li, et al. A key delay
design on block cipher algorithm[J]. Journal of University of
Electronic Science and Technology of China, 2007, 36(3):
649-651.
[10] ¥ &, BHIEME, RE6. 2 HE LR A iE
AL e bR PR RTE 22 A VE[CIE T i IR B AE E . FEAK:
5 A A IR 2k B A, 2007: 40-42,
LUO Lan, WEI Zheng-Yao, QIN Zhi-Guang. Provable
security to one kind of hash function constructed by block
cipher’s CMAC mode[C]//The 10" Security Communication
Conference.  Guilin:  Information  Security  and
Communications Privacy, 2007: 40-42.

1% K. oW LR 5 B WEFT[D]. AR
FL T RHEOR 22, 2000.
LUO Lan. The application research of design and
evaluation on block cipher[D]. Chengdu: University of



604 SRR S N 5 A N =

38 %

Electronic Science and Technology of China, 2009.

[12] National Institute of Standards and Technology(NIST).
NIST special publication 800-38C[S]. Recommendation
for Block Cipher Modes of Operation: The GCM Mode for
Authentication and Confidentiality, 2007.

[13] KOBLITZ N. Another look at provable security[J]. Journal
of Cryptology, 2007, 20(1): 3-37.

[14] GOLDWASSER S, BELLARE M. Lecture notes on
cryptography[M/CD].  [2008-05-11]. www.cs.ucsd.edu/
users/ mihir/papers /gb. pdf.

(E#EE5121)

B3I R AN R VAR WSS DL, MrpraT A
A, EREMREN, AT T iR A AU
SIGHESE, T T A=A B, BMEEGEEERELT,
EKF & BRI S -

4 % i

KCEIEARR b B A AR 25 (1 5 4t 5 2R
(ALL)FUAHAZ 8 S (PLL) B S Al 1h, #HES T =&
(1AL R E, 15 T e A e S5 A% 75 s B A AT
ik BUAMERY, S5&50 58 [ iR AL
TR AL TR B VA M L, SV RS
WELGT, Y EAA R AR S AN TR B A A W sk
1]

&2 £ X M

[1] ZHANG H G, LI L P, CHEN T Q. An approach to blind
synchronization of DS/SS signals[J]. Journal of University
of Electronic Science and Technology of China, 2007, 36(2):
207-209.

[2] BUREL G. Detection of spread spectrum transmissions
using  fluctuations  of  correlation  estimators[C]/
ISPIACS’2000. IEEE Int Symp on Intelligent Signal
Processing and Communication Systems. Kitami: Kitami
Institute of Technology, 2000.

[3] DOUGLAS A H, JOHN B B. Carrier detection of PSK
signals[J]. IEEE Trans on Communications, 2001, 49(3):
487-496.

[4] BARBARAF, LAS, ROBERT R, et al. An extended kalman
filter frequency tracker for high-noise environments[J].
IEEE Trans on Signal Porcessing, 1996, 44(2): 431-434.

[5] YU T S, RU C W. Frequency acquisition and tracking in
high dynamic environments[J]. IEEE Trans on \ehicular
Tech, 2000, 49(6): 2419-2429.

[6] AGUIRRE S, HINEDI S. Two novel automatic frequency
tracking loops[J]. IEEE Trans on Aerospace and Electronic
Systems, 1989, 25(5): 749-760.

[7] SEGIO B, SEGIO M S. On the parameterization and design
of an extended kalman filter frequency tracker[J]. IEEE
Trans on Automatic Control, 2000, 45(9): 1718-1724.

[8] WEIBIN L, SHANGIJIAN L, CHUNHUI Z, et al. High
dynamic carrier tracking using kalman filter aided
phase-locked loop[C]//International Conference on Wireless
Communications, Networking and Mobile Computing.
Shanghai: IEEE Press, 2007: 673-676.

[91 NESREEN | Z. GNSS receivers for weak signals[M].
Boston: Artech House Incorporate, 2006: 160-180.

[10] DON T. Principles of spread-spectrum communication

systems[M]. Boston: Springer Science + Business Media
Inc, 2005: 55-75.

[11] JUAN A B, GONZALO D M, ANDRES S, et al. Tracking
filters using kinematic measurements[C]//10th
International Conference on Information Fusion. Quebec:
|EEE Press, 2007: 1-8.

[12] STEVEN M K. Fundamentals of statistical signal
processing[M]. Beijing: Publishing House of Electronics
Industry, 2003: 338-364.

[13] THRASYVOULOS P, ALANJ L, NILSR S, et al. On the
numerical solution of the discrete-time algebraic riccati
equation[J]. IEEE Trans on Automatic Contorl, 1980, 25(4):
631-641.

w4


http://www.cs.ucsd.edu/users/mihir/papers%20/gb.%20pdf
http://www.cs.ucsd.edu/users/mihir/papers%20/gb.%20pdf

	分组密码算法认证运算模式的注记及可证安全性
	罗  岚，秦志光，万国根，魏正耀0F(
	(电子科技大学计算机科学与技术学院  成都  610054)

	1  基本原理与符号规定
	2  分组密码算法的认证运算模式的可证安全
	2.1  认证保密模式及可证安全性
	2.2  认证模式及可证安全性

	3  结  论
	4  结  论


