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Design and Implementation of a Multi-L evel Reference
Modél for Firewall

Wang Zhixiang Xiao Junmo
(Department of Electronic Information Engineering ICE, PLAUST  Nanjing  210007)

Abstract Based on the discussion of state-of-art of firewall and its problem, discretionary access
control model and mandatory access control model are designed. In order to prevent information leakage
and denia of service, amulti-level reference model for firewall is proposed. The firewall reference model
are analysed. The Implementation of the firewall based on the reference model is promoted in the end.

Key words firewall; discretionary access control; mandatory access control; reference modd;
multi-level security; denia of service
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