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An Efficient and Verifiable Threshold signature Scheme

Gan Yuanju Shi Ronghua
(College of information science and engineering, Central South Universty ChangSha 410075)

Abstract Group oriented (t,n) threshold digita signature schemes have a problem in that the
underlying signature schemes will be broken if any t or more shadowholders conspire together with each
other,thus the group secret key will be revealed. The new scheme proposed by us can avoid the conspiracy
attack.It is based on the difficulty of computing the discrete logarithm modulo for a composite number
and the factorization problem of large integer.The size of the group signature and verification time of the
group signature are equivalent to that of an individua signature.

Key words threshold group signature; verification; efficiency; discrete logarithm; factoring

problem
[1] RSA  (t,n)
t
(n-t+1)
Wand®
[35] (8
1
(tn)
2002 9 3
* 60173041

* % 28

LitZ t
Li [3]
Michels®
Michels Harn
RSA (271
(t.n)
SDC

Lil®



200 32

1 SDC (Share Distribute Center) t
SDC
2 (NB) SDC
11
n A t t
B B A t
SDC
N=pq P q p¢ gq¢  p=2p¢l g=2q&1 p¢ q¢
Zy v=pge g
e, gcdev)=1 ed=1modv d
hash  h() t-1 f(x)=c_,x""+.-+c,x+c,mod v
x=f(0) mod v y=g“ mod N
sbC e, y,N,g hQ, d,x,v,pqgp¢ q¢
1.2
Ui SDC ID; ID; Ui ID;
SDC f, =9 mod N ( k=0,1, t-1) Ui
x =(g""™)* mod N y, =g'™® modN SbC
y, = Xie mod N, y, = bl fj(IDI') mod N,
j=0
SDC
_oe _Beoaph
1 Y. =X modN,yi—SOfj mod N
yi=x®mod N Xi, i RSA
1. (p) Ll ¢ \(D)
O f, modN° O(g") mod N ©
i=0 i=0
[619("3.')’91 mod N © gf(ID,) modN = Y,
i=0
1.3
t B m Ui Ki
r,=g“*modN r Ui ri B Ui
5 h(m,r.B) O %
R=0Or, mod N Ui Xi ki m s =(x) reri PP gh modN - Ui {ri,s}
ilB
DC(Designated Combiner)( ) DC
h(mR.B) O 15
s°=(y) reri PP mod N @D
2 1) Ui {ri,s}
eh(mRB) O o5 eh(mR.B) O o5
Sieo (X|) Y ;is,v;'D."D,gk,xemOdN o (gf(ID,)>d) o ;iB,ﬂ;'D."D,gk,xemOdNo
h(mR.B) 0- 1D, h(mR.B) 0-1b;
(gf(IDI)) Y ltil’llDl-IDl ri mod N o (y|) Y ltil’llDl-IDl ri mod N
14
{ri, s} i1 B DC m {R S B} S=0s modN

1B

m {R S B} y



201

Se 1) yh(m,R,B) R mOd N

3 ) m {R S B}
. hmr®) 6
Sf°(Os)°modN ° O(Y;) rer T modN ©
il B il B
~ 0- 1D ~ 0- 1D
h(m,R,B) O ! h(m,R,B)xf (ID;)x O !
& (g ') PEPIL S mod N© 6 (g e PP yRmod N ©
ii B ii B ii B
h(m,R,B)& (f(ID)x O %
g rer T Rmod N
Lagrange
Se 1) gf(O)ﬁ(m,R,B)RmOd N 1) yh(m'R'B)RmOdN
m (R S B} B
Ui
SDC
2
21
1 y X
X y=gmodN  x
2 t x=f(0) mod v
Ui x =g """ mod N y, =g '™ mod N t
Xi Vi f(|Di) t
f(IDy) f(0) f(IDy) 1
X
3 Ui Ui¢ DC Ui Uit {mRSB}  {m R¢S¢B¢M,
Ul B,Uic'l' B,Bl A, R¢tR StSs*s¢ Be=B- Ui+ U;¢
B¢ E=h(mRB) B
E=h(mRB) E¢=h(m,R¢BY EL EC¢ S¢° yERémod N
4 DC Xi
x=(y)" mod N d e d
DC
2.2
U SDC ID;
Xi :gf(ID,)xi mOdN yi :gf(ID,)mOd N
ID ID (t-1)
2.3
L Ha®  xul? 1

)




202

32

1
Ours cheme 1 2 —
Li t+2 t+2 —
Harn t 2t+3 t-1
Xu t 2 —
2IN| N
(t,n) RSA
Li Han Xu

[1] Desmedt VY, Frankd Y. Shared generation of authenticators and signatures. In:Feigenbaum J ed. Advances in
Cryptology—€rypto' 91 Proceedings. Berlin:Springer-Verlag, 1992: 457-469
[2] Li C, Hwang T, Lee N. Remark on the threshold RSA signature scheme. In:Stinson D R ed. Advances in
Cryptology—€rypto'93 Proceedings. Berlin: Springer-Verlag, 1994: 413-419
[3] Li C, Hwang T, Lee N. Threshold-multisignature schemes where suspected forgery implies traceability of adversaria
shareholders. In: SantisA D ed. Advances in Cryptology —Eurocrypt'94 Proceedings. Berlin: Springer-Verlag, 1995:

194-204

[4] Michds M, Horster P. On the risk of disruption in severa multiparty signature schemes. In:Feigenbaum J ed.

Advancesin Cryptology —CRY PTO'96 Proceedings. Berlin:Springer-Verlag, 1997: 334-345

[5] Harn L. Group-oriented (t, n)threshold digital signature scheme and multisignature. |EE Proceedings, Computers and

Digital Techniques, 1994, 141(5): 307-313

(6] , .
(7] . RSA

[J.

, 2000, 11(10): 1 326-1 332
, 2000, 23 (5): 449-453

[8] Harn L. Digital signature with(t, n)shared verification based on discrete Logarithms. Electron Lett., 1995, 31 (3):

177-185



