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Security Defect and Counter measur e of Web
Page Design on Building Website

Cheng Wenbing
(Zhongshan College, UEST of China Guangdong Zhongshan 528400)

Abstract The security defect of Web page design on building website is discussed in this paper,
server-side dynamic Web page exists security defect are presented. Introducing the landing check
lack-hole, and around checking the direct entering design page hole, and the table date-base loaded hole,
and the source code expose hole and file up hole, and giving corresponding solving way.
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“ User” “ username”  “ password’
(ap ) SQL
<I-- -->
<!I--#include file=dbconn.asp -->
<%
Dimrs
Set rs=CreateObject(* Adodb.Recordset”) Ado
rs.source="select * from user where username="" & username & “’ and password="" & password& “'” *
rs.open rs.sourc,conn,1,1 "
%>
sql
Admin a or'a=a sql sgl="select * from username where username= & and
password="d or’d =4d” or
SQL
1 SQL ( )
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ASP
2.3
ASP Access Access
Access Library.mdb “ URL/database’
“ URL/ “ URL/database/Library.mdb”
Library.mdb
ASP ODBC ASP
DBPath = Server.MapPath(* ./akkjj16t/ kjhgh661/acd/avcex55/fagl9jhsvzbal.mdb ” )
conn.Open “ driver={ Microsoft Access Driver (.mdb)};dbg=" DBPeath
ASP ODBC conn.open

“ ODBC DSN ”
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ASP 1)
DLL 2) Script Encoder  ASP
Script Encoder  ASP
Script Encoder
(1) HTML Script Encoder HTML ASP
FrontPage Dreamweaver HTML

ASP

2 Script Encoder screnc.exe

screnc [/s] [/f] [/xI] [/1 defLanguage ] [/e:defExtension] inputfile outputfile
S f x| .asp

@Language | defLanguag e defExtension

3 Script Encoder ASP

screnc  .asp c:\temp

(4) Script Encoder http://msdn.microsoft.com/scripting/vbscript/
downl oad/x86/scellen.exe Session
25

Web
iXmail \* ixmail_attach.php\”
URL ( php ) Web ftmp
Web
( JPG GIF) * EXE*.PHP * ASP *JSP
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