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Technology and Application of Firewall Based on
Packet Filtering of Linux

He Haibin
(Department of Energy and Environmental Engineering, Xihua University Chengdu  610039)

Abstract Mainly on the principle of Ipchains embedded in Linux kernel has been discussed. A
series of rules can be set up with the input chains or output chains or forward chains or user defined
chains, these rules can filter the packet of input or output or forward by host computer and can also filter
packet from one network card to another network card by computer. Therefore, the access control can be
implemented base on data of source address and destination address and protocol number. This
technology is suitable for the users such as small enterprise or department to set up a firewall without
professional firewall production. An example is presented for demonstrating how to use the proposed
technology as firewall in LAN.
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/sbinfipchains -A forward -j ACCEPT
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- i cardO- d 192.169.12.1/24
8) Www
cardl Intranet  WWW | cardO WWW WwWWwW

80 tcp udp
/shinf/ipchains -A input -p tcp -s 0.0.0.0/0 1024: -d 192.169.12.2/32 www -i cardO -j
ACCEPT
/shinf/ipchains -A input -p udp -s 0.0.0.0/0 1024: -d 192.169.12.2/32 www -i cardO -j ACCEPT
/shinfipchains -A input -p tcp -s 192.169.12.2/32 www -d 0.0.0.0/0 1024: -i cardl -j ACCEPT
/shinf/ipchains -A input -p udp -s 192.169.12.2/32 www -d 0.0.0.0/0 1024: -i cardl -j ACCEPT
/shinfipchains -A input -p tcp -5 192.169.12.0/24 1024: -d 0.0.0.0/0 www -i cardl -j ACCEPT
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/shinf/ipchains -A input -p udp -s 0.0.0.0/0 www -d 192.169.12.0/24 1024 -i cardO -j ACCEPT
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