W34k B Mo RO R Vol.34 No.l
2005 4F 2 H Journal of UEST of China Feb. 2005

netfilter iz K 2 RFENRIREL BRI R F

HAaE, Xl B AR

(1. =T R G RREA WA W# 610041, 2. HFRH R UM ENRI: S TS #l  610054)

[BZE ] Mnetfilter &R EMAT, 47 T netfilters) i K353z, @atiE. sbabdbds., QAW ELEHAR, £k
Eah b, BRI AR R, 5T K Fretfilters) £3hom 2R, Z0KIER, XA £ Fhoh AR R & FH,
AR IIE 3R R GaT ANAZAT A G T A he

X O ELRIE, ANRAE, TR, ANRITHAELS

HhESES  TP309 XEkFRIRAD A

An Analysis of Netfilter and Its Implementation in Active Response
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Abstract Netfilter is the framework inside the Linux 2.4.x kernel which enables packet filtering,
network address translation (NAT) and other packet mangling. This paper begins with introduction to the
framework of netfilter, and some key technology, such as the connection tracking, packet filtering,
network address translation, and packet mangling are analyzes in detail. In addition, the strategy of
response to intrusion is researched in this paper, and an active response model based on netfilter is given.
Through the test proofed, the model could efficiently strengthen the system security.
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