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The Access Control of Local Area Network Based on ARP Pr otocol

LIU Gui-song YAN Hua ZHANGYi
(School of Computer Science and Engineering, UEST of China Chengdu 610054)

Abstract The access control of local area network is a common security problem which involved
the resource protection of local area network. In this paper, a project of access control of loca area
network based on ARP protocol is presented. It can be used to detect and refuse the illegal computers that
try to log on and access the loca area network by capturing and analyzing the network packets. On the
other hand, through the authentication of the local area network server and based on the ARP buffer
principle, it can be aso used to control the access between the legal computers of the local area network.
So that it is an effective way to protect the resource of local area network. The project is convenient and
useful.

Key words loca area network; address resolution protocol; access control; resource
protection

(Address Resolution Protocol ARP)

ARP

TCPIP

ARP 1)
2)

2003- 11- 10
(1973- )



2 : ARP 241

| |
| [}
| |
| 1
| |
| i
I — :
| = = i
: 8 00 O :
i AL : |:| B1 i
| /= 5
| [} [}
| [}
I 0000 1 [
I l B2 l
| 1 1
: [] :
| i i
| | |
| 1 B 1
| | |
L L J
1
2 ARP ARP
21 ARP
TCPIP ARP
48 bit
(Media Access Control  MAC)
MAC MAC “
” IP MAC
(Reverse Address Resolution Protocol, RARP) ARP
IP MAC
22 ARP
ARP ARP Internet
[arp—a] ARP A B
A ARP IP MAC
A ARP
B MAC ARP B ARP
A ARP MAC “ 00-E0-4C-87-DD-D2" 1
1 IPMAC
IP MAC
A 192.168.0.1 00-10-AB-1F-0C-61
B 192.168.0.2 00-E0-4C-87-DD-D2
C 192.168.0.3 00-AB-D3-6C-89-E3
A B MAC B ARP
B ARP
ARP ARP
IPPIMAC ARP
ARP
23 ARP
ARP
ARP ARP

ARP



242 34

ARP ARP
3
31
1) Ethernet
TCPIP IP
ARP 48 bit MAC
2) Ethernet
IP
“ (Promiscuous)”

3.2

ARP

ARP /
4
1
(Certification Authority_Server) (Dept_Server) (Client)
1) (Host_Manager)
2) (CA_Monitor)
3) (Dept_Manager)
4) (Host_Register)
5) (Write ARP) ARP
4.1
CA_Server
IP MAC ( CPU ID )
IP MAC
IP MAC
Host_Manager Host_Register
CA_Server

4.2
4.2.1

Dept_Manager



2 : ARP 243

CA_Server
4.2.2 ARP
Write ARP SOCKET
IP MAC {0x00, Ox1A, 0x2B, 0x3C,
0x4D, Ox5F} ARP ARP
10 ms ARP
4.3
CA_Monitor ARP /
431
WinPcap2.7 Win32
(AP
AnalyzeArpPack(Char * Buffer) ARP IP MAC
ARP
2 IP 192.168.0.157
h LanGuerd [CAULTEIRS 22 @ ::"E:)"-.‘WINNT"-.,System32’ﬂ.,cmd.exe
BRI | 1o B | @Y 5 Fon RIS g S RO
E e R TS | e i heln M. M.
192,168, 0. 157 00-E0-4C-A0-E1-93 192.168.8.3 08-a1l-h2-c3-dd-e5 dynanic

B8-ai-h2-c3-d4-e5 dynamic
B0-al-bh2-—c3-—d4-eS dynamic

B8-al-bh2-c3-d4-e5 dynamic
B8-al-h2-c3-d4-eS dynamic
1922 16 - B8-ai-h2-c3-d4-e5 dynamic
192.168.8.198 BB-al-h2-c3-d4-e5 dynamic
192_168.8.254 Bf-ai-h2-c3-d4-e5 dynamic

2 CA 3 ARP
4.3.2 ARP
IP
MAC
2 5min 10 20s 3
5
ARP ARP

[1] StevensW R. TCP/IP L [M]. : , 2000

[2] StevensW R. TCP/IP 2: [M]. : , 2000

[3] Socolofsky T, Kale C. RFC1180 A TCP/IP Tutorial[DB/OL]. www.sino2000.com.cn, 2003-10-08

[4] , , . Windows [J. , 1999, 10(2): 61-63

[5] , , . Windows [J. , 2003, 16(2): 156-160



