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On the Buffer Overflow Attack Mode and Countermeasures

CHENG Hong-rong QIN Zhi-guang WAN Ming-cheng DENG Wei
(School of Computer Science and Engineering, University of Electronic Science and Technology of China Chengdu 610054)

Abstract A general model of buffer overflow based attacks is described by unified modeling language. The
analysis and comparison of the existing representative methods and apparatuses of defense and recovery against
buffer overflow attacks are presented, including analyzing their vulnerabilities and possible means to bypass them.
Highlighting the state-of-art challenging issues for facing the tradeoff of security and performance efficiency, and
the continuing evolution of attach techniques, it is pointed out that security programming is the key to solve buffer
overflow problems. Finally, some technical trends are given.
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