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The Network-Wide Multi-Traffic Correlative Anomaly Detection

YANG Dan, HU Guang-min, LI Zong-lin, and YAO Xing-miao
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University of Electronics Science and Technology of China Chengdu 610054)

Abstract Aiming at the lack of the single link’s anomaly detection and the network-wide traffic’s anomaly
detection, we propose a network-wide multi-traffic correlative anomaly detection method. This method uses the
characteristic that the anomaly signals on different links or origin-destination (OD) flows, produced by one
anomaly, are similar in frequency, the transformation characteristic of the amplitude, and so on. And the
comparability is used as the evidence of the anomaly detection. In principle, the traffic is forecasted by the previous
data on every OD flow or link, the anomaly traffic is obtained by subtracting the real traffic from the forecast data,
and lastly, the traffic anomaly is detected by global correlation analysis on all traffics. Simulation result indicates
that this kind of method can detect the anomaly.
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