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Research on Fault Induction Attack on RC4 Algorithm
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Abstract Fault induction attack assumes that the attacker is able to induct faults into the cryptographic
device (smartcard) and make it output incorrect encryption results. The attacker exploits the correct and incorrect
encryption results to disclose the secret information (key) hidden in the cryptographic device. A method of the fault
induction attack on RC4 algorithm is brought forward. The simulations show that one attack may find the values of
3 positions in the initial state of RC4 and continuous attacks can recover the whole initial state of RC4 with a
considerable probability (more than 1/2). About O(2'%) key stream bytes at most are needed to recover the whole
initial state of RC4 after about O(2"°) fault inductions at most.
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Initialization:

i, =0

Jo=0

Generation Loop:

i, =i, +1

jt = jl—l + Sl—l[it]

Sili]=S..[0 ] Si[i =Sl ]

Z, =S[S[i, 1+ S,[J 11
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1) Normal_Run;

2) Fault_ RunT (1);

3) n<0;

4) IF(n=1) THEN n<—n+1; ELSE goto 5;

5) Fault_Run (1,n);

6) IF (Z/# Z;) THEN
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(2) IF (T=T") THEN {So[1]=n; j1<n; type A<
1}

(3) IF (T#£T") THEN {So[n]~2;; temp<n; type_B
~1};

(4) IF (type_A=1&& type B=1) THEN {So[ji]—
temp—Se[1]; goto 7};

(5) IF(type_A=1&& type B=0&& n=256) THEN
{IF(So[1]= Z1) THEN {So[j1]<ji— So[1]; goto 7} ELSE
{Solji]= Z1; goto 7}};

(6) IF(type_A=0&& type B=1&& n=256) THEN
So[1]<1; goto 7};

(7) IF(n<256) THEN {n<—n+1; goto 4};

(8) ELSE {n<n+1; goto 4};

END
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1) Normal_Run

2)t<1; J<0;

3) Xf4&E—/Ni€[0,255], HEis_det [i]<0:;

4) Fault_RunT(t)

5) n<0;

6) IF(n=t) THEN n<—n+1, goto 7; ELSE goto 7;

7) Fault_Run(t, n)

8) IF( 2/ =Z) THEN {IF(n<256) THEN{n <
n+1;goto 6}; ELSE goto 9}; ELSE

(1) kAT B IRT)H 5l NHIE IR RCARE,
W3R T — AN TR ) 4 R IS 2T

(2) IF(T=T') THEN{temp<(n—1J); J<n; type A
<1; IF(is_det[t]=0) THEN Sq[t]<(n—J)}

(3) IF(T#T ") THEN {temp2<n; type B<1;
IF(is_det [n]=0) THEN So[n]<Z;}

(4) IF(type_A=1&& type B=1&& is_det [J]=0)
THEN {So[J]<(temp2—temp); goto 9;}

(5) IF(type_A=1&& type_B=0&& n=256&&
is_det [J ]=0) THEN { IF(temp=2Z,) THEN {So[J]—(J—
temp); goto 9} ELSE {Se[J]=Z;; goto 9}

(6) IF(type_A=0&& type B=1&& n=256&&
is_det [t]=0) THEN {So[t]<(t—J); goto 9}

(7) IF(n<256) THEN {n<n+1; goto 6}:

9) IF(t<256) THEN {t<t+1; goto 4} ELSE END
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