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Component Interface -Oriented XACML Mutation Testing Policies
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Abstract A kind of three level access control policy towards component is presented by extensible access
control markup language (XACML) for the protection of component interaction, interface invocation, and
parameters access. Based on this policy, the mutation test strategies are designed: policy mutations follow policy
mutations, policyset mutations follow policy mutations, and vice versa. Both the case study and semantical
verification shows that the access control of component interface and interactions can be tested by XACML
mutation policies.
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(1) UR—S; U € admin R= WRITE|READ|
APPENDI|PERMIT|DENY!/|:--can-restrict(U,r)(Role (u)
= admin, Restrict(r)= (time=No, access number=No),
X P LR L) E N

(2) UR—S: U € user R=WRITE| READ |
PERMIT|DENY ; can-restrict(U,r )(Role(u)= user,
Restrict(r)= (time=Yes, access number=No), Xi¥
el Y T LR B B 2R

(3) UR—S; Ueguest R=READ|IDENY; can-
restrict(U,r )(Role(u)=guest, Restrict(r)= (time=Yes,
access number=Yes) , XF T 5% A Lk B T A
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Un—S; U € admin can-access(all methods)

Un,—S; U € user can-access(write methods)

Un—S; U € guest can-access(read methods)
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<?xml version="1.0" encoding="utf-8"?>
<PolicySet PolicySetld="PolicySet1"
<Policy --+ RuleCombiningAlgld="7% F:{£&">

<Target>  <Subjects> Ak  </Subjects>

<Resources> A2 {4  </Resources>

<Actions> AF 54k </Actions> </Target>

<Rule
Ruleld="urn:oasis:names:tc:XACML.:1.0:conformance
-test:11AL:rule" Effect="4% /&>
<Condition Functionld="74% 5 {&"> <AttributeValue
DataType="http://www.w3.0rg/2001/XMLSchema#str
ing">74F 4k </AttributeValue>

1178 S 12 1 1 52 response [ decisioni® 45
<AttributeSelector
RequestContextPath="//context:ResourceContent/db:u
ser/db:view_once/text()" DataType="http://www.w3.
org/ 2001/XMLSchema# string"/>  </Condition>
<Target> <Subjects> <Subject><SubjectMatch
Matchld= "5 F4A"> <AttributeValue DataType="4%
FRAA">AR Ak </ AttributeValue>// S 8] (1 F 2
<SubjectAttributeDesignator
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Attributeld="urn:oasis:names:tc:XACML.:1.0:subject:
subject-id" DataType="74¢ & /A" SubjectCategory="
urn:oasis:names:tc: XACML.:1.0:subject-category:
access-subject" MustBePresent=" 48 & 1k " />
</SubjectMatch> </Subject> </Subjects><Resources>
<Resource> // F M 4 WB&% </Resource>
</Resources> <Actions>  //[F]FE 45 W&
</Actions> </Target> </Rule> </Policy>
<Policy -+ RuleCombiningAlgld=" 4% & {& ">
</Policy>--</PolicySet>

request FHE 41 R :

<?xml version="1.0" encoding="utf-8"?>

<Request <Subject> <Attribute Attributeld= "urn:oasis:

names:tc: XACML.:1.0:subject:subject-id" DataType="
A e A>
<AttributeValue> user
</AttributeValue>//H 7 28 F:Ak
</Attribute> </Subject>
<Resource>+--[A 4 I& </Resource>
<Action>--- [A] # 44 % </Action>
</Request>

733 f*JResponsest

<?xml version="1.0" encoding="utf-8" ?>
—<Response
xmlIns="urn:oasis:names:tc: XACML.:1.0:context™>
—<Result><Decision> 4 5 %5 R </Decision>
</Result>// 4% 45 F(Permit). (Deny). (Indeterminate)
F1(NotApplicable)
—<Status> <StatusCode Value=" 4 & 2t £ " />
</Status> </Response>
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