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Computer Virus Evolution Model and Its Analysis

ZHANG Yu'? LI Tao', WU Li-hua?, PENG Xiao-ning®, and QIN Ren-chao’
(1. College of Computer Science, Sichuan University Chengdu 610065;
2. College of Information Science and Technology, Hainan Normal University Haikou 571158;

3. Department of Computer Science, Huaihua University Huaihua Hunan 418000)

Abstract Computer viruses play extremely important roles in the anti-virus industry, because their existence
makes software developers pay more attention to security and develop anti-virus technology. Therefore, computer
viruses and their evolutions are worthy of thoroughly studying in scientific research sense. To further investigate
the evolution of computer viruses, an immune genetic algorithm based model for computer viruses evolution is
proposed, which draws inspirations from artificial life. The formal definition of computer virus is introduced, and
the evolution operators including selection, crossover, inversion, and immune operator are presented. The
simulation experiments indicates that computer viruses have enormously potential capability of self-propagation
and self-evolution. Some defense strategies are discussed focusing on preventing unknown computer viruses.
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