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Classified Web Software Package Protection Scheme
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Abstract An integrated classified Web software package protection scheme based on chaos encrypting
alogrithm is proposed. It creates download rights in user LAN according to the significance grade and safe scale of
the protected software package. According to the uncertainty and initial value sensitivity of chaotic systems, the
exclusive registered code of the protected software package with different safe scale is created based on chaos
encryption algorithm of Logistic maps. The proposed protection scheme yields an improvement in efficiency and

security.
Key words chaos encrypting algorithm;

BEETHREALEOR . PSS EORSE R iR e, 4
MbAE BB A H 2R, 1R 2 B ot
RN T A=, S EHEZ AN,
(ER L P NECR BATE R A 7= A B A7 A 56 5
TES EREER A, BB IRILRZ I, Al
AT R E R ATk . B, R
RIRIR AL, i Al R I AT R A A o 51
JrEEAEE, T A AT N R — R ) s AT
AT 7R,

HRT, Al BT A AR 2 A R SR IAE £
W E, R AR P . i AR 2 8
B — BRI AR DI RERLIER,  JFERI AR S5
IR JF IO R Dh RERE R T AR . Rk, Al A
YRR RGN =7 N, A
R IERE R R SR A LR 5 =07 KRB P it
TSN, R, F P 5 A ST AR T R 2% (1
UM Z R, B, &R
AR L,

Wk HH#H: 2008 — 11— 04; &I H#: 2009 — 04 — 15
BEEIWH: P91 E SR H (03GG010-002)
e fifr: F£E(1966 -), H, ttA, EEMFAE BT KRR

classified protection;

Logistic maps; security

ARSCHR T — B T TR i P R ) 2% R A, 2
ORI HLE], AT BA 0 A SRRy Jf
XA L A AN R R AR SO PR EAT R, 1 HL
BEXIANF 2 A S I D REAS B, SR A B TR e 2
RIS s im0, B A 2ScHb A i % % 3R G0 A
LRI S AR e A R T 1) Y A Y ik
Fb, R WLt 757, RENLES IR E
FREUI A P VR I S B v By s AR SR AT E RS, AN
AL S5 5 AL BB RS B s Sl
BAE T BRI R, AT HLERE SRR EEANRS K
IR EUE DA R R BEBEAT A o I
VE MRS LE SR A T B8 1) B R P A B e aod 5o v
MR OHRAE, AT K B BT L8 8 T BT 10
HLES LAE I H .

1 HRHEETRRIPILE

ASSCHE AR AR L B AT
HOBLPRAZ Bl AN 23 GO s DR P EB 2



606 SRR S N 5 A N =

38 %

11 BRHETHMRD KT

AR SRR L AR AR ], 3k S R AL
FUREAS B AR AN [ Th RE S-S b ) 2
YRR Ak, eGP R g, WHE AR
HEAT o PR BN R 518 2 S g m i
FAIF R AT BB (A AR, %) 2 A SR AR I
FH P R T JBORE o2 25 200 1RO 38 As FURURR, - AT Ay idt—
SR 0 3 AR SR AT 3R 2 A

A — A A CRIRIER, IR S N TF 5
T EBURARAL TR S5 I 1P A )
fih, AT LAFIWT HH IEFE R 3R E L 5 AT A
M SRk X P S B A Y AR B T T o B
AR5y, RN S5 G P8 Sk Y,
AR N e A SR P T R N R [ Th R AR )
BAFRLBR o X 22 A 5 v (9 FH P P AR B 3R
A EBINRER AL, ST S ZANRIIH P R
TN RIS T RE AR (1 SR AS PR
1.2 B2 EMERF

B GO B AR 7 2 1 BLALHE R4S 28 i R
PRVEAFE M PRS-
121 AR5 #suh

I 55 25 i OR3P T 58 A AR SCPR AL CR AP ML 1) 2
Mo TEVRVEINE RAP LA R, BRI HMLIE AL
T SR BT SRS ok (A 15 2, AR5 R 2L T
Logistich B it fin 2 gt gt AT In s A5 e, 19
B0 — (O E MY, BIVEMHS=F(H P iSRRI,
HARF N S (RN 85 A AR AN [F] e 42 55
R FAS R N2 sms, SXAEAMESEEL T “—Hl—
>, SR TR B E L Ak,
e TR RN g e, T REGERIELT
R, IR mE MR 45 IR . S 3RA3 ISR A A
ATELRARALEL H P, O P AR e B A 3@ v A
PR NBEM R .
1.2.2 A EM

FEAN R R A I N AR, A A AE AT
U3 B AT I SRR i LA B Fe g, R
¥ F P SN W AT R e, B P EAL
PRR=FIEQEMD), HhreAmEsk, MEEe
B FH P EA LR A R B A T E AL LA
GO0, WGP BEAT ELAL, AT S0 W 22 3 PR A i 4
MU BB T AT L. WA, 3R
P BOR iz s Wik, IEEIETRa,
[F PR S B BN M R i AT A7 . LU
FERFFURAE R, F2 5 2o AR i e it 25 s 1

EMHE S WERBEHEMER, BEEENME S
JEAR BN AL R S80S ATt AL 4R 4
AL MIAREREFZ AT ZFESEHL TR A
BepR ] W BEAE T B AT AT AL B A EER . 2
R, BAFTPIE TR EN L ERRES . )&
PR B RO A D T s ) 4

2 E T LogisticBR 5t By JE £k 48 7 AN

RS AR e R T R R T AR
(1) v FE AN B Bz Bl o YR A F A e M R P AR 1Y
RETTIEZHCWME i € st n] IR R . TRV
WIS B A IR ) 3 A0 S o, AME AT 7 51 ) A 5
TR P~ R —ANBUE, i A R A B g
P, PSR AR . IR AR R KIS T R
G A W AE A IO BBURS, AR AT A6 2%
PEERHT 7 —  IREIE LG, 24 AR
ANERFH. WK X Bk, REGMARIT HE
ANTT T o VRN 2 0 S B — T B R
VR I 1) 55 ) 2R 40 1K) 0 5 i g 35 i e S a7 HL
FEAAHFE TR RS, WD RAFAFERE KR,
WELFTR

HISCFF B

1
TR

K1 RIS RS

LogisticBR i & — M SRR LR MR T 12, AR

{i] B RIS B AP 5, i ok 2 oA,

f (X, A4,n) X, =A% (1-x,) @
X x, €(0,) ARGHIRELE, n=0,1,2,- X,
HNARGHIVME; A VR EH o 1 BOE 4 AIE X, F
R HE N, A IEAE 5 DS AT D4R 31 92 PRk
TR X, -

TR A FVR T B ) RGEEARAE B A
Logistich i kb TR HURAS I, HH A% H 3550 A
7E(0,1) ko M TR RA BN, WTHBRS T
VRE B TR SRR, %38 Schuster H.T.iIE B
TRQ) P ERRMEFSI{ X, n=0,1,2,- }HIBEFR A
LB



FOH & R HARS BRI K 607

Fa
; O<x <1
p(X) =1 mfx(1-x) )
0 HAth

SIS TR, A R 91 A
Pitk, WINHE AT, A
HE ISP BT R, T HEGE B B AFREMLYE . ARG
RIS AP DB B, I LS AR SE RO . xt
VI AP R BRI, SO PR
G 7 R PP SIS I, T R R 5
AR R
SR, AT RARIEZT X, BT R,
B RIEFAIC,
! ®)

PR R ST

S SR R B % S O R
RSP, 1.

r={s 00 4
h 0o

Rb 5. hOASEFRE, TR
iﬁﬁiﬂﬁ,ﬁﬁ@@ﬁ¢ﬁ#i%%%Fiq

x X
G, Bty WU B R 8, 5
O T A X

SRR TR <5 I RO
HURZE, ELHE IR SN P P L
PUVE VLIS, RIS R IR SRR,
BRGICR: Hr > ST, YR TR,
R SIS, AR TP P bR
I, LUGKEIE BN (R R,

3 RSN RRIFNHIRISEI

31 HRAESTHNRER
KRG E8 2> %A ASP.INET Zwfe, @it H: request
server variables 77 723K X sl Al 45 2% FN & P i 1P
ik TS AN
Request.ServerVariables (server environment variable)
IR BB e R G S BAREUE, i)
SHORAR R hE A R LR, 3R [HE 455 A
H 55 B IP L RUA HH 37 SR K %% 7 i ) IP M ik . 15
NSRS AT RS, FRARYE 7 R 88 7
JEHE, AT DL W N B A Rz AR 2 P S AL SR 3
WIRER 23, B 4 F P 44 R e B AT e 58 T I
AR T AR,

3.2 HRHESRmMEBRF
321 JRS A

= BIMAC LU 2 W9 = (18 A 5 U ) 4% s
BAEME—M, BARRBASAITRE, Bk, —K&
FEMACHUEEVE N THE NI RS0

TERR S 48, N T SEBUER AR 7 S0 & -4
RECCA Tt (1) 752315 H AR EHLFIMACHEHE,
X 3 EE o ik BT P 1 (address  resolution
protocol, ARP)¥4 6 F&E v B AL B 1P Hb 1k % 46 D9 I <
MACHHER 2B, (2) RGBS, T
TR R 4 N E PE R U, A 2 AR A
MR E . £ RFIBATIREF, TR i
R HHTASE, JRIEVIME x, BEYLAE S, ifik—
PRAUE T VR 7 51 O ASH B 1 o MR TR UK
9, BRI FMES 2 P SRR AE
BEMES, T RFAIINE, HiESEE e
B U6 B 0 AN BT R, BT AN # AR 2R
(I TRIARAN L/, PRSI A 2 G P2 7 I 24 iR 55 2
FHHMTIRE: MR T UK R, KR
AV RAHIME JG, W AR RR 02 1 4 5 X
PSRRI . B ATSARAT A BRI 2 5
BARSANAINE R, B8 FREIEH N REE
T, BT EMNTE Z R, R R A SR R
J& TR B A, DAk 215 v i 5 R4 2K
EEEWR

Func Crypto()
Begin
Mac=GetMAC()//#3 2| F F B AF B (11 AL

[/ MACHL 1
Para.xo=Random()//B AL A4 7R i 4 {E
Para.r=InitRating()// 13 & #F 6 o 5 AR B 1)

TR ERE
S=Chaos(Para.xo, Para.m)//{R4EIRMEHIE . JRE
A R B
if(Para.r<s) Key=0Operate(S,Mac)// ¥ X U A
B, BRI
else
SF=RSA(S), Key=Operate(SF, Mac)//%} T
BUR L, e HIRSA
hnE Ry, HHT
b
Return(Key)
End
B e B N A3 B P E S BoREM T E, JEE



608 SRR S N 5 A N =

38 %

KPR NS ICAE, DME DUS7E 2R AT I AN
322 AN

T IREUANLM R FIMACHLEE, R Windows
& # Y (Windows management instrumentation ,
WMI)KSEI . WM — R LG AR 25 1), it e
ATCAVT IR BCE. B EAEAL LT AT A P Windows
BRR, ARG S H R .
ManagementClass mMc;
11815 —ManagementClass ) SZ 7
mMc =new ManagementClass
("Win32_NetworkAdapterConfiguration™);
IR HATEE A 2 25 78 1 B A2 R 45 58 WM (LR 5
ManagementObjectCollection moc = mMc.Getlnstances() ;
11817 —ManagementObjectCollection ¥} % i S5,
ORI WMIAS 2 B & BN R RS
foreach (ManagementObject mo in moc)

{ if (mo["IPEnabled"].ToString() == "True")

mac = mo["MacAddress"]. ToString();
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