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Survey of Anomaly Intrusion Detection Research
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Abstract Intrusion detection is an extremely important aspect of network security. The Anomaly intrusion
detection research is one of highlighted topics of intrusion detection. The relationship between intrusion detection
and network security model is reviewed. The concept of intrusion detection and the abstract model of intrusion
detection system are introduced. Three developing technologies including network data based anomaly detection,
system call based anomaly detection, and system call arguments based anomaly detection are discussed in detail.
Most important research methods of those three technologies are summarized. Finally, the future development of
this research domain is presented.
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NEZRAR 70 500 2K F 4B R B3 L W it o 12 7 V21 2 2
BRI RS TR .
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JIT A SCHR[52] % FH 2R A B AR 0 R GE R - 1% 05 1%
BR— NIRRT EFEL RO — &R
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SCHR[STYVEA 73 AT 1 % Fh 7 ) By, R4 H A
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PSR AT DU R 1. 7E SRR |, Mg mr LA
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BN NE I S v € T O 1 VA b v =B L
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IR A T ¥ R P S B BOE P o1 o I8 45
K, RARXEAIETEZ G, W] LAk
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P IE R Bt o

IR AT A AR R SR PR — Fh S A SR B 4
FoRFEF BEATAT N BN Gt KRG A
25, FRRAF RS HARE B (SRR
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BAR, AFNE MRG0 NOZ AR,
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H open@L; F£IRTE Ly XA E A open. BT
open@L; C&BEF T EMEE, N open@L, Mi%5
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Feo EHRMBMUCKHRGORA 4, stikfa IMEX
S ENZ AN o R A 0 BRI T — b o o K1)
TERBAFL B RG A, F SN2

(1) AT AR g B b X A — A RGP

(2) Befg A RO IRHURL ity , BB AMY
T EA N IE RS 4, & 75 ZEO0E A Bk,
B0 AE R

(3) VUNHAFAL BRI RS, AR T LUG I
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BT P A IR I 7 A7 AE AN 2 e R e Rt
“RERENR” ZHE—ADEIREHN, Arehidt
HEAEM. ARXHER. MARSRRER T
H e 5w P8 -

open@L;—read@L,—mmap@Lz;—
write@L,—write@Ls

AR, R AR AE MR AR B B PR B
M E A, RBERIE RG24 i 4518 1t Wi
FHRLXS 3, XTI AE I . NI BRI R
GREGIRMLE 2 5 T 3R . A E R A A LT (8

W 245 7 L O B B b PR AR B GO AR T AT A . IXFE
WA A B 8 B B Ak

(1) HT HATHHEARBRS), BHEAN KRR 827
E—HE R, W RGAEHRE R [ Ge v 2 nf
AT, TS5t mT LA {6 I 28 45 B O3 ) X 2 1R
g FINAR,  AIA R T FEAC B T R4 2 208
ANLEAR K.

(2) 283 £ G2 AT DA IX 26 B 045 J2 e SR ECE
ZIRT N HIFE, U NAR BT WL T4
[ B e M bk e 3 T A HE . BE A B TR MR
R RE T, XL AR AT DAFE 5 X 2% 2 o3 Al
AHRLMEAN TAE .

FA, T H A 7 v A IR AL I A B
SIRTNAR, e I A 1) I O AR SR S T R Gt
M52 BBt T HATR 2 Yoy, XA AR 2
g, PUNYGE A S BT S R SRR B B
H 0, TR e B S A 5 1 R 5 AN R,
{HL 2 JE425 1 %4 T 5 (non-control-data attacks)®, %
3% 4+ 27 (race condition attacks)®Y4%, (A ik 5%
B % Z AR M BRI R . I 0 R T R 4 B
(mimicry attack) =4 2 R IRAE, Bt # tEE 1 g H AT
PRI F- B, AN rHh o Mot S . RS e —
AN B HE T EAR R AR (N FE 2 56 2 N A] L 75
EHEZEOR), (H—H X8, iaeskaE 21
Ufhb, CFEIREUE RS SERHURE B . BTN
DRSS N T e RV (A = s O = 1 2 9 G P
1] T 5 R E F P BRSSO EL, (R R A%
A RPN AT BEHBIRN

el et (AR e B W e S 52 X passwd SCA4
A1 shadow SCAFIEAT SR BRIE, SR G152 E — NIRRT ST
o e IR buf BRI &R
G, WASRIRTFAI LR N:

open@L;—read@L,—close@Ls;—
open@L,—read@Ls—close@Ls—
open@L;—write@Lg—close@Lg

FifEread@Ls Sclose@Le 2 Al K AL Y, AR T
open@L; 5 — NS N, Mopen@L ¥ LA S J7
RIT AL SR, 107 ISR PRAF AR T4 7 9
IEH, WELRUL, AUGE ST R AR R I
MNZATH. M, WHESopen@L, IS HHETHE,
MR 5 R I ZINAZ A B 13 5 — AU T
-, TR AE AR

Hil, 2T RG0S N2 R 5 A 2
R%Z . SCHR[62-64]8 IS5 ] B— N R HSHN
K. /oM. ZREHEERE, ME—1RAR
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ST — MBI, IR FH A AR A W 15 AR
T FINEFRERER N R AR S UG
B, BAFEAFEEHEZ S50, HEkaX
SARM BRI . W, T RS open, A
FrE M open #fE A R —AMEIIEIAL. F4b, STk
[65-66115 [ A 572 M FH 21 web F il gsH, 2%
A URL &7 575

SCHR[67-691 18 FH AN 2% 2] 3% LERAD MilllZk
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L,: fd1 = open(“/etc/passwd”,0_RDONLY);

L,: nsize = read(fd1,buf,sizeof(buf)));

R B buf P9 REAT AR - (R 2 XA I
FEBA AR R G >

Ls: close(fdl);

L4: fd1 = open(“/etc/shadow”,0_RDONLY);

Ls: nsize = read(fd1,buf,sizeof(buf)));

LSERAEEEUbuf A A, BUE XA IR B
AT R SR

Le: close(fdl);

L,: fd1 = open(“/tmp/tmp.out”,0_RDWR);

Lg: write(fd1,buf,nsize);

Lo: close(fdl).
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