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Fast Re-Authentication Scheme for HeNB

LAI Cheng-zhe, LI Hui, ZHANG Yue-yu, and CAOQ Jin

(School of Telecommunications Engineering, Xidian University Xi’an 710071)

Abstract Home eNodeB (HeNB) is a small cellular base station, typically designed for use in a home or
small business. Deployed in untrusted environments, HeNB must be authenticated when it accesses to operator's
core network. 3GPP has presented a method that EAP-AKA runs within IKEv2 between HeNB and security
gateway for mutual authentication of HeNB and core network. This paper proposes a fast re-authentication scheme
based on 3GPP standard. The proposed procedures reduce significantly the authentication overhand and improve
the authentication speed compared with the initial authentication, without compromising the provided security
services. Moreover, the proposed method does not modify the infrastructure in 3GPP and can be applied easily to
the HeNB system. A detailed analysis of security is made by using AVISPA. In addition, an analysis of energy cost
is carried out that compares the energy consumption induced by re-authentication and initial authentication. Finally,
an analysis of communication cost analysis is provided that estimates the cost improvement of proposed
re-authenitication over the initial authentication procedure.

Key words 3GPP; EAP-AKA; HeNB; re-authentication; security

K BT 3 vk (Femtocell) 7£ 3GPP 41 1 (the 3rd
Generation Partnership Project)fJRel-107 % & XN
HeNB™M, &2 —Ff N 04 58 33k, lstit7e
FBESUN TR S o SRR Rl 1 5] N ok
L A P, Ak, 3GPPAISURI T — &
BB Je % BE e vl 22 4 05 T (K R vk 07 =B, BLAE R e
FEh 1V 2 SEAL LA SRS Bl Y R4 NSRS

Forp, FEERL & S AU FE R R BB
AN, ERERS %O R R B B A
VEVEUER] . 3GPPA LR i 1 — Fh s H IKEv2 7K 4%
EAP-AKA/SIMIFI 5K i 3 b 5 4 T Aa YAIE 7732, 3
FEWA S B IR SEE T 2. WHR SR BE Rl W 4
G AAARRS B GAE. 8. RS2 E L

Wk H 3. 2011 - 02 -25; f&[EH Y. 2012 -01 - 14

BEAT I HIARIAAE, A 24 5K B B vl 75 B PR AE [A] —
NAAARRSS A T IEAT B VAER, O T AER
FEPIEEE T, 7 ER M EIE . FERIAGIA
R AR T 27 A SRR S B, RS AR
IR EAAEVAE T L YAEE R, AT RES 1
TP AAE R, FEIERXTWIIEVAE AL .
FECLHTH LA, —L07 ROAHE 1 L HEIE
7RO, (BRI ey SR T A FIAEAESE,
NI 4 %6 BGPP AR i Hv i) 8 il 1 it 12 47 L UK 12
B ARITAERP S o ARSI T 5 Rl 5%
RIRIARAIERS AR, 4t — o 5 B B A 25 ) PR
WIETT%, EA R A 2 2 Z00 RT3 T >k
RIS AR, (Rl XT3GPPAR i H AH G I 1 it AN 2

HEWE . EREREEES(60772136, 61102056); H d ke I ARV 5% B 4 15 %5 42 (Y 10000901025)

EE RIS WikkE(1985-), J, Wt FENHTLMLTTIHMHTA.



53 WUk,

R it e i 15 % TR DGR B AR 7V 679

IR EE,  DAMELESEfrrp i A -

=1
1 5E=N4E

11 RERELRZGRIMEEMN

ARSI T 3GPP AR A I 0 2% 4 B AT I
FEEFL UG M B LRt R, HPai: 1)
JE 3355 (HENB), 3GPPARHE A 1) /N Th 3 e 8 L iy
HREuHR, ENBIH T &imil s N BN
M 2) A (Se-GW), ARFEAZ O IR 5% B L iy
PATINIEEAE, SR OM 224 3) AIE.
YR, T2 IRSS 2 (AAA server), X 5 REFE G 3T 12
NNUEFIER; 4) V)@ iR %5 2% (HSS), 32 #F H
T H A 2% B IMS X 48 SR ) 3 B2 P 30805
. e HPECE SO, BT P& 6 5 E
AR, FrTHE A OS¢ H P P EAL B S B

HeNB
1. IKE_SA_INIT request

— (HDR, SA, KE, Ni) -
2. IKE_SA_INIT response
(HDR, SA, KE, Nr)
3. IKE_AUTH request
— (HDR,SK{SA, Tsi, TSr, IDi=NAI, —»
[IDr], CP(CFG_REQUEST)})

7. IKE_AUTH response
EAP-Request/AKA-Challenge
(RAND, AUTN)})

8. IKE_AUTH request

Challenge(RES)})

Se-GW

<« (HDRSK{IDr, AITH, [CERT], —}< [EAP-Request/AKA-Challenge] —

— —>
HDR SK{EAP-Response/AKA- - [EAP-Response/AKA-Challenge]

< (MSK,[TiA],EAP,Success) >
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4. Access-Request
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6. Access-Challenge
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9. Access-Request

(RES)
10. Access-Accept
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12.IKE_AUTH response
HDR SK{EAP-Success}
13.IKE_AUTH request
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14.1KE_AUTH response
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1. SAil, KEi, Ni

2. SArl, KEr, Nr

<
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KE_SA

3. Identity, AUTHi, SAi2

TSi, TSr | 4. ldentity
6. AUTHr, SAr2

TSi, TSr 5. MSK

IPsec_SA
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role henb(A, B: agent, Ka, Kb: public_key,
IK,CK:symmetric_key, MAC: hash_func,
SND, RCV: channel (dy) )
played_by A def=
local
MACL1: hash(text.symmetric_key.symmetric_key),
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MAC2 :hash(text.symmetric_key.symmetric_key),
AUTH peng :hash(hash(text.symmetric_key.symmetric_

key)),
AUTHgcw:hash(hash(text.symmetric_key.symmetric_

key)),

State :nat

const

tsi, tsr, sai2, sar2,

id: text

init State :=0

transition

0. State =0 A RCV/(start)=|>
State:=2AMAC1":=MAC(id.IK.CK)AAUTHHeNB":=
MAC(MAC(id.IK.CK))ASND({id.tsi.tsr.sai2} Kb.AU
TH HeNBI)

2. State =2 NRCV({tsi.tsr.sar2}_Ka.AUTHgecw')

:|>

State' :=4

end role % E ALk

role segw(A, B: agent, Ka, Kb: public_key
IK,CK:symmetric_key, MAC: hash_func, SND, RCV:
channel (dy) )

played_by B def=

local

MACL1 :hash(text.symmetric_key.symmetric_key),
MAC?2 :hash(text.symmetric_key.symmetric_key),
AUTHpeng  :hash(hash(text.symmetric_key.symmetric

_key)),
AUTHseew :hash(hash(text.symmetric_key.symmetric

_key)),
State :nat
const
tsi, tsr, sai2, sar2,
id: text
init State :=1
transition
1. State =1 A RCV({id.tsi.tsr.sai2} Kb.AUTHeng")
:|>
State":=3AMAC2":=MAC(id.IK.CK)AAUTHSeGW".=
MAC(MAC(id.IK.CK))ASND({tsi.tsr.sai2} Ka.AUTH
SeGW')
end role %% 4= 5%
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{SUMMARY

E SAFE

IDETAILS :
BOUNDED_NUMBER_OF_! SESSIONS
iPROTOCOL :
i D:\SPAN\testsuite\results\test.if

:GOAL

i as_specified

{BACKEND

! OFMC

{COMMENTS

ISTATISTICS

i ParseTime: 0.00s

:  SearchTime: 0.04s

i VisitedNodes: 45 modes

i Depth: 5 plies

K4 g FHOFMCT B A IE I () 7 2 iﬁu H

{SUMMARY
i SAFE

DETAILS H
¢ BOUNDED_NUMBER_OF_ SESSIONS
i TYPED_MODEL H

{PROTOCOL
:  D:\SPAN\testsuite\results\test.if

{GOAL
i As_specified

{BACKEND
i CL_AtSe

{STATISTICS

¢ Analysed: 0 states

i Reachable: 0 states

¢ Translation: 0.00 seconds

i Computation: 0.00 seconds
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