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Abstract A new policy conflict detection method is proposed based on model checking. In this method, the
model of system is specified with formal description language, the properties of system depending on different
types of policy conflicts is represented with temporal logic, and the violations of properties is detected by using
NuSMV model checker, which can provide the counterexample and trace it back to the policy conflict point. The

result shows that the method can improve the efficiency of policy conflict detection.
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Database Messages|
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MODULE Database
VAR
Lock:boolean;
ASDIGHN
init {Lock) :=0;

MCDULE User (Lock)
VAR
status:{free,pending,writing, finished};
ASDIGHN
init{status) :=free;
next {status) :=
case
status=free:{pending, free};
status=pending&Lock=0:{writing};
status=pendingsLock=1:{pending};
status=writing:{finished,writing};
status=finished:{free};
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Resetting NuSMV... Ok
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Parsing SMV source from 'C:\gnusmvi\Database'... Ok
Flattening the model... Ok

KIS B 2 E 4 NuSM VAR AL
KHNuSMV, SZELan T~ P Fh 2 28 rp 58 RS Il -
1) 2 H P [F I Bl 22 34T 5 B AE (B bR




748 R N e

42 %

R):2) B A BN )G SRS A S
NESR (R o

PN S0 UE JAR 1 6f 2 A LTL AN CTL T & 3 R
LTLSPEC !F(userl.status=writing&user2.status=writing)
AG (userl.status =pending->AF userl.status = writing)

4 SIWERRSH
45 I IE B P A NUSMV,, K BT /5 485 5
67
Show Trace Properties database

Contexl| Index |Select|\!alue

Ve T

|Trace | Type |Property

LTL Model Checking 0 @  Unchecked CTL AG (user
* Use BOD 1 @  Unchecked LTL !F(useris
C Use SAT ] i H

@ Check! Properties|
Properties database
© ShowT
ey Context/Index|Select|Value
TWamT

]Trace ]Type | Property =

LTL Model Checking 0 2 False 1 CTL AG (user
& Use EDD 1 2 True LTL !F{userig
C Use SAT A i O

K6 &M IeERT 5 X

Kb, LTLWI 54 “True”, Rz insiEds &
ANAFEAEZ FH P [ o E008E AT SR IS 5, B
AGAE “HERPPR” 5 CTLWI S A “False”, RRni%
INBERE B RS AEEH P SN G AR R S
NERIWETY, BIAEAESRBE i R o e i) “ B
R,

ISR A 25 1) “ Show Trace” %4, &F
“False” B @lhk, v TFHFERE MRS, WE7
Fi7R o

Trace 1 |Messages|

|CTL property 0: AG (user1.status = pending -> AF user1.ste

Loop | Step | database.Lock ‘ user1.status | user2.status ~
1 0 free free
2 0 pending free
g 0 pending free
4 0 pending pending
5 1 pending writing
6 1 pending writing
7 1 pending finished
8 0 pending free =

] |
K7 A
NuSMV i) S 4Lk B B A2 B SCAR WTE 8 P o
K71 I8 45 R &7, LOOPTE L Fuserl—H.
HeHFE A (pending) RS, Muser2— EL4ERF ¥ N (free)
RE, YRR R GAFEBOTHBRRE: RGBT )
IR SCARE— P47, HTA % S Euser2#E AN
BURASHS, user ] BEHIIE S5H4F, 1& hluserl —H
TIEHNEGRE .

IRE MEE BT BAD RRQ SR
ODFE SO M L

KIS S B (1 SCA S ik
gi bRk, O9 7RI R Gt AL SRR,
BRI B S R R ST 8, e H
LTLAICTLIZ 45 22 sUARAEAN R SR AU S b 52 1) 5 B
JE A, 3k T e AR A ) 5% DR K E R G R T A AE
SRR, RIS AL e 1 32 i W% R 1) SRS o
Ry E Tk R GE R BT BRI o

5 & R 1B

FERT N AR LA b, JE T RORAG I 1 8 AR,
AN SCHRE YT — i e A AR ARG N £ SRS b SR A N 5
2, JFNCH TSRS R R A I . SIS RRY], %
INEARBURER TIRME M A TS 5RE, &5
RGN oRllEs & SIRRBENP LN

2 £ X M

[1] gk, F, Bz, —METFERERERENT S RIEIHR
SMITED]. HEHFRSERE, 2005, 42(7): 11081114,
YAO Jian, MAO Bing , XIE Li. A DAG-based security
policy conflicts detection method[J]. Journal of Computer
Research and Development, 2005, 42(7): 1108-1114.

[2] ZHE, RiglE, £F. NERFRIRPRBRAVERTD

FERRE RGN SHERITIED]. HENARSKRE,
2006, 43(7): 1297-1303.
LI Xiang-jun, MENG Luo-ming, JIAO Li. Problems in
results of policy conflict resolutions and detection and
resolution methods in network management systems[J].
Journal of Compute Research and Development, 2006, 43(7):
1297-1303.

[3] LUPU E, SLOMAN M. Conflicts in policy-based
distributed systems management[C]//IEEE Transactions on
Software Engineering Management-Special Issue on
Inconsistency Management. [S.1.]: IEEE, 1999.

[4] MOFFETT J, SLOMAN M. Policy conflict analysis in
distributed system management[J].
Organizational Computing, 1994, 4(1): 1-22

Journal of

(T EE25768T)



768 SRR S N 5 A N =

42 35

[7] KiEH. BRIEE=EPNRMEREICM]. bR:
Rl kRt 2005.

ZHU Qing-xin. The optimal search theory in discrete and
continuous spac[M]. Beijing: Science Press, 2005.

[8] NG See-kee, SEAH W K G. Game-theoretic approach for
improving cooperation in wireless multihop networks[J].
IEEE Transactions on Systems, Man, and Cybernetics—Part
B: Cybernetics, 2010, 40(3): 559-574.

[9] MARBACH P, QIU Ying. Cooperation in wireless Ad hoc
networks: a market-based approach[J]. IEEE ACM
Transactions on Networking, 2005, 13(6): 1225-1338.

[10] URPI A, BONUCCELLI M, GIORDANO S. Modelling
cooperation ~ mmobile Ad hoc networks: a formal
description of selfishness[C]//Proc WiOpt. France: Sophia-
Antipolis, [s.n.], 2003: 3-5.

[11] MARTIN J O, ARIEL R. A course in game theory[M].
London: MIT Press, 1994.

[12] HEINZELMAN W B, CHANDRAKASAN A P,
BALAKRISHNAN | I. An application-specific protocol
architecture for wireless microsensor networks[J]. IEEE
Trans, 2002, 1(4): 660-670.

W OB ORRE

(E3EZE7480)

[5] AL-SHAER E, HAMED H, BOUTABA R, et al. Conflict
classification and analysis of distributed firewall policies[J].
IEEE Journal on Selected Areas in Communications, JSAC,
2005, 23(10): 2069-2084.

[6] LIN C, XUE C, ZHITANG L. Analysis and classification of
IPSec security policy conflicts[C]//Proc Japan-China Joint
Workshop on Frontier of Computer Science and Technology.
[S.L]: [s.n.], 2006.

[7] R R2RIBEIRXBRARRD]. BM: BRERS
BIFREXE, 2010.

Wu Bei. Research on technology of security policy
transformation[D]. Zhenzhou: PLA Information Engineering
university, 2010.

[8] BANDARA A K, LUPU E C, RUSSO A. Using event
calculus to formalize policy specification and analysis[C]//
Proc of the 4th IEEE Workshop on Policies for Distributed
Systems and Networks(Policy 2003). [S.l.]: IEEE, 2003:
1-14.

[9] BALIOSIAN J, SERRAT J. Finite state transducers for
policy evaluation and conflict resolution[C]//Proc of the
Fifth IEEE International Workshop on Policies for
Distributed Systems and Networks. [S.I.]: IEEE, 2004.

[10] iEErin%. EMETTENRFNEIRSIE: RAEESHE
E[M]. 5B2kR. a6, #E, F b5 YT MR,
2007.

HUTH M, RYAN M. Logic in computer science: modelling
and reasoning about systems[M]. 2nd ed. Translated by HE
Wei, FAN Lei. Beijing: China Machine Press, 2007.

[11] %kiFE. EFEREGNAUMLE R ARIER E RS
D). JMI: HLLKE, 2005.

ZHU Ze-tao. A formal verification system for UML models

based on model checking[D]. Guangzhou: Sun Yat-Sen
University, 2005.

[12] 255, 3KPH. EFUMLAMEEMG IR SRS E
[J]. HHEHEIR, 2009, 32(4): 699-708.

CHENG Liang, ZHANG Yang. A verification method of
security model based on UML and model checking[J].
Chinese Journal of Computers, 2009, 32(4): 699-708.

[13] XU De-sheng, XIA Ke-jian, ZHANG De-zheng, et al.
Model checking the inconsistency and circularity in
rule-based expert systems[J]. Compute and Information
Science, 2009, 2(1): 12-17.

LTI - 1



