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Abstract The security of the identity-based ring signature scheme of [18] is analyzed in this paper. It is
found that this scheme did not possess the unforgeability property. It is also shown that the proposed scheme is
insecure against a new kind of forgery attack, i.e. the identity assembly forgery attack. With such an attack, an
adversary is able to forge valid ring signatures on any message based on the features of its identity, and the identity
of the adversary can be even not included in the ring of the forged signature.
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