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Automatic Detection and Protection System to Ensure Kernel Integrity

HE Jin, FAN Ming-yu, and WANG Guang-wei
(School of Computer Science and Engineering, University of Electronic Science and Technology of China Chengdu 611731)

Abstract Kernel-level rootkits pose a fatal threat to kernel integrity, so kernel-level rootkits detection and
protection has become a hot topic. However, there are some drawbacks in these existing efforts: either focusing on
rootkits protection, or focusing on rootkits detection, without the combination of both to ensure kernel integrity. In
view of this situation, this paper designs a complete automatic interactive mechanism based on the detection and
protection of kernel-level rootkits, thus forming an integrated detection and protection system (ADPos) to guarantee
kernel integrity. The experiments show that the ADPos system can not only automatically detect and protect kernel
integrity, but also does not sacrifice the system performance for the price. Moreover, the system is compatible with

a variety of OS systems and against zero-day attacks.
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