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Leakproof Multi-Secret Sharing Based on Environment Sensing
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Abstract A leakproof multi-secret sharing scheme based on environment sensing is proposed, in which the
private key generator (PKG) uses the Chinese remainder theorem to combine multi-secret into one secret, and
computes the shadows through the Lagrange interpolation polynomial. In the reconstruction, the participants use
the bilinear map to compute the counterfeit shadows according to the shadows and the current environment. The
verifier computes the authentication information through the Lagrange interpolation and the bilinear map, and
checks the validity of the counterfeit shadows. In the scheme, the shadows of participants and the shared secret are
leakproof, and can be used repeatedly. The dynamic property based on environment sensing can improve the
security against the mobile adversary. The proposed scheme is particularly suitable for the system which needs to
run long time in the open, such as the wireless sensor network and the multi-robots, and can improve the efficiency
and security of these systems effectively.
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