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Abstract Rootkit is a set of programs that allows a permanent or consistent, undetectable presence on
network systems. Rootkit can cause serious network security threat since it provides stealth access and software
eavesdropping for attackers by modifying the operating system kernel data or changing instruction execution path.
Firstly, the basic definition and evolution of Windows Rootkit are introduced, and the Rootkit mechanism and the
Windows system kernel components are then analyzed. Thereafter, we discuss Rootkit defense mechanism and
detection methods. We conclude with prediction of the trends and further research directions of Rootkit and its
defense.
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Call FindNextFile
1. Userland Hooking
) ) 2. IDT Hooking
FindNextFile 3. SYSENTER Hooking
Kernel 32.d11 4. SSDT Hooking
Call NtQueryDirectoryFile 5. Code Patching
6. Filter Drivers
1 7. DKOM
NtQueryDirectoryFile : 8. Virtualization
MOV EAX XX Ntdil.dll 9. Hardware
INT2E / SYSENTER
User Mode
\ 4 Kernel Mode
1A32_SYSENTER_EIP
3
2E XX 4
\ 2N System Service Dispatcher
i i (KiSystemService) d
2

Interrupt Descriptor Table

(IDT)
System Service Dispatch Table
Filesystem Driver Stack (SSDT)
Backup Driver < >
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NTFS Driver >
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) /0 Manager
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Application Process Application Process
Address Space Address Space
KERNEL32.DLL KERNEL32.DLL
0x7F000000
> OpenFile Code OpenFile Code
CreateProcess Code CreateProcess Code
0x79000000
» Rootkit Code
Application Code Application Code
0x00401000 0x00401000
Call [0x00402000] Call [0x00402000]
(Call OpenFile) (Call OpenFile)
0x00402000 0x00402000
0x7F000000 0x79000000
(Import Address Table) (Import Address Table)
Normal Execution Path IAT Hooking Execution Path
K4 TAT Hooking T-fEHLiI

Application Code

Call [0x00402000]
(Call OpenFile)

]

0x7F000000
(Import Address Table)

KERNEL32.DLL

_|

A 4

OpenFile:

:-Mov edi, edi |
Push ebp I
Mov ebp, esp |

e 3

Rootkit Code

K5
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4) SSDT Hooking
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SFH; @ KeServieDescriptorTableShadow. P§# [X
S s&: KeServiceDescriptorTablef{ f NTOSKRNL
Tii , KeServieDescriptorTableShadow 1 % 7T
NTOSKRNLHIWIN32K . — ] Native AP/ 45 bl
H KeServiceDescriptorTable 1 3¢ 4 Ik , 1M
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#Rootkit!& 4

5) GDT/LDT Hooking

4 JRfi A 174 (global descriptor table, GDT)H T
AT YA DX 3 0 R bk 07 T e AR ) B R 455
W AR BEREIA T . AT SRS B TSSHEIA 55
TER B B A B, BoZ il 2]
LRk ik S 2 8 i GDT & K 52 . GDT#R i AfF
B KB B AR fF R A, Haiiarh s —Av it
P FH R Atk izttt b b B % M ik By 45
v R, i 6/r7R . GDTRALRER Y n] A
FEWT EHCPUAEH, LA AR AT ARRE A L 1) 75 B 2
e TR N LB . T A7 2 GDTRAF /U GDTI1)
A CTHhE, T8t 484 LGDT AP GD TR i 2
ANILZ A7, Tl 454 SGDT I SRHLIZ 25 77 2% N %%
Jr IR 72 (local descriptor table, LDT)A i [
— B, FUR R R M GDT A 2 b 2% K 81 3 1
WAL PRLDTRA A A LDT I N D ik, @ it §5 4
LLDTAPELDTAHIAN H Ul N 25 A7 2%, i 4
SLDTRI ZREUZ A7 A7 7 N 7%

———————————— » Segment Descriptor (i)

07 \
———»<l) N
~> LDT > Linear Address
LDTR 7/
/

Segment Index Table Indicator CPL

Segment Selector

|

|

|

|

| |
| |
F————p—————— » Segment Descriptor (i)
| |
| |
| |
1 |

Offset

K6 GDT/LGTHuihl441%

GDT/LDT Hooking il it /£ GDT/LDT 3 1) f£ ¥
FEBCPEA AN TR Ak T O A B AT
FERL, TS B i WIDKOMEBA S S it 3 A Bk
I, GDT/LDT Hooking[fJSEMUPBE: @ AlgE—14
. E Rootkitf S A T, @ HXGDTR A A7 LA
ENLGDTH A, @ KA KA T 13 AGDTH 1)
FRR KT T

6) IRP Hooking

IRP(I/O request packets) & Windows R4t A 1% 1)

— AR, 2 R 2 K R
5, NHFERF SR HYOW R, #:4E RE0K104 K
B A B AH N (R IRP, AR 4 TRP £ 4 &5 4 P i)
MajorFunction#{41, il idTofCallDriver & 5 IRP 4>
TREE V28 HERR P (AN [RJ)RIE (9 FE AT b 28

IRP Hooking & {EIRPAL ik B o d-AT #4480 ik
PIA ORIRP LARGBUAH OG5 B 1) — PP RootkitEe AR o BEAR
IRPYE /3 YRR FE P 4 5 £ i TofCall Driver A1 4 45 HE A%
HHAS FRIE B RS, Pk, mm et 38007 7 DL
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@ FAdofCallDriverti ¥; @ fERAHER S, K
AN T U B A R TR AE AL BEAR L ARIRP (1) 98 4> YK 5y
ey 2 b @ H #&1& S kb #IRP IR IE 1 F2 1)

MajorFunction{ 41 . “4IRP#%Rootkitp& £+ - Ab £
Joi s PR AR 3 45 T B9 R 58 AR G434 . IRP

533 X IRP Hooking &b FEJFE 41 B 7HT 78

Device Object Driver Object
Type | Size Type | Size
ReferenceCount DeviceObject IRP_MJ CREATE

DriverObject —2—» IRP_MJ READ
MajorFunction[ ] —3—»{ IRP_MJ DEVICE_CONTROL
1
| — IRP Handler < X 4

6
1/0 Manager !
T—S Rootkit IRP Handler [

K7 IRP Hooking T fEHLHI

2.2.2 Filter Drivers# K

Windows 3 4t 1] J2 U b, R LA UK 5 F2 )7 152
T, Z 5 Windows IR Bl R 7K F 2 Ik 45 #4 K A% i3
G MUOEELARER]—AIRPH, ¥ Lihgy
—ANIRSNFET B AR . BT SR SR 1 S A HE %
IRP, SRJGMKICHK I 0 M LIS, B 2ZIRPH E
R (1 B8 )y A o 2 S5 A DGR, 47 5 LR UK

BN REAF B £ 58 IRPAT: 55

Filter Driverstsi A& | Fl Windows 73 |7 SR Bl #2
A, K Rootkit IR BN FE 74 22 IR S AR 7/ s £ AR
P BRI R AR IR SR T AL P45 S,
MM IE BB SCPE . MR B ol 4855 H
HJ. Filter Drivers LYENLHI AN ST 7 6

I/O Manager

IRP l

(IopCompleteRequest)

T/O Manager
(IoCallDriver)

IRP

A 4
DeviceObject

Lo Driver 1
On StackTop Dispatcher

Rootkit

—

DeviceObject | __  Driver 2
In the Middle Dispatcher

IRP

A 4

DeviceObject Driver 3
in StackBottom Dispatcher

[ ¢—AP C—|
DeviceObject Driver 1
On StackTop Routine

A

DeviceObject
In the Middle

Driver 2
Routine

DeviceObject Driver 3
in StackBottom Routine

A

/O Manager
(IoCompleteRequest)

IRP Complete—————

A

K8 Filter Drivers T/EA LI

2.2.3 DKOM# AR

HU T8 ) Hooking £ A FlIFilter DriversHi AR,
HU R R F AR SC ML 2% B Bl E ) 4R A AT R
B2 . 5 A i, DKOM(direct kernel object
manipulation) £ A 1 i 1 #215 24 Windows & 4¢ 148
RUERE . WRENRE P AR N AN B, LSk
Kassl. SRBNFE e R R g R R A T o B, T

Windows & 4t IR RN BERE, #0 — AN NI N A%
EPROCESSX} %, 1% % " ) ActiveProcessLinks
— AR AT R DA T SRR A A — A L
—/NRUEERR, Rootkit H 200 75 ZE R it FE T SO
ZAEER TP, wlnl ok B ReRGE AR H iy, w9
Jion. ACRIKEN L IDRIVER OBJECTH %,
5§57y HoAth 3K B 2 7 1) $5 %1 DriverObject, Rootkit
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S P ANAR B SRR ) 9 Sl R 2T R AT R
el UbAh, TG iR M Sk, W] ek
24 R AN A DA BB LA T AR (R BB
2.2.4 Virtualization3Z K

1 T A% S i Rootkit 5 kr il T H [R] ab B AF R 58 N
%2, BT S Rl ok . 5 AR, 4R ootkit
A8 B T B AR () AU SRR B B 4N AR
RGEZT, MWALGRIAL THAE RGP0 rAs Il
THEM, Mimik#ks 3™, AEEBIRootkit T
WTHEHLR SR IG RHR 2R © VMM
Rootkit; @ SMM Rootkit.

1) VMM Rootkit

REPIHLE BE4S (virtual machine manager, VMM),
ST MHSAT AR B A R R A 2R G0 R v () 4 A
s BN R GBI BRI R, AT A VE

ZARAE RGN R P I . VMM Rootkit
— A A A R AU AL BOR SCRE R (W1 AMD-V Bl Intel
VT-x), WITER P EAE RS T3 WAL IR BT,
BIEH 1) R G0 BLRE 7 RO 16 R LR T D A 4
YEZRYE, {FiRootkitiz AT TR A4 R gt 2 IF# i
BARGELUATRR S, WE10F7R. — HVMM
Rootkit s T n#k, e it GE7E W Mok SJ R 15 ool s
FE RN R AR E R TPRAS R, sk
. KR, NAAEOE . MBS . IhR
JEFARootkit ] 4 43 4228 O GIELHT I RS0 B
FFHEIL A GHE R AERERGEZ NI ER
Rootkit, WISubVirt; @ BSURGHE LTI b AR
BAE RGBT AU (9 U Rootkit, HIBluePill
FVitriol .

KPRCB
ETHREAD
CurrentThread > KTHREAD
NextThread
IdleThread ApcState
N—
EPROCESS EPROCESS EPROCESS
KPROCESS KPROCESS KPROCESS
\4
LIST ENTRY { LIST ENTRY{ LIST ENTRY {
FLINK FLINK »{ FLINK
BLINK } < BLINK } BLINK }
K9 DKOM I {EHLHI
VM 0 VM 1
App App App App )
Ring 3
os os Ring 0
VMM Rootkit
HAL
Hardware

K10 VMM Rootkit/JT b 22 %45 )2k

2) SMM Rootkit
Intel RAICPUSLFFAMs 71 @ A (real
mode); @ P (protection mode); B HEFU8086

P (virtual 8086 mode); @ FH G I (system
management mode, SMM). HH, SR E 16471
BB, ORATF AL TR s ) M, ANAE A BN A H
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B RPEE20 ML, St T IR RGAE
IRy R 1218086451 HI T-124T 4 808645 14
REMME IR R AL L T T HYE
PR Y o Intel R 48T 1 28 G0 A8 B CR I
b3 A7 R S B R I Oy = AR AT da 47 RS AE
SMI(system management interrupt) ' W7 i i v 4] #
ERGEEMA, R HB I K HRSM
AR A BT B4R

HHL) L, SMMuE—FRE R R RUKIE AT
s, M KARs RUE: L T A XA A T A B
HMTFEFF AN L, HSMMASZ AL AN A7 DR G 46
PR PRI, AR R A AR G o i s i s Y
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Rootkit ] FZEHI ARG i, HiEmm . S
bR A B RAEAME B S, T G s
HRRAE RGN . SCHR[47] 8 56T T SMM Rootkit
WE9T s SCHR[481S B T Ly BEEAS AN 04 - W] A T A
ISUE M ¥ SMM Rootkit; SCHER[46]5EHL T — ANl S )
FFSMIfXI AT I 5% HSMM Rootkit .
2.2.5 Hardware ManipulationiZ K

B EALR GRS AT A, e RS a3l
KIAEBIOS AR, FEHSE O i dl A7 [
HhE e ARG, AR RIBS 1R E R GELLE L
JREE RSB, Rk, Rootkitll §E %5 /7 T BIOSIt: Fr
o, PR T B RSB RS, HRER S
A BRAERGESE, WA LSS I N 4k
A7, S e HABBGIE AR I T B0 TGRS )

HoSE, R UL R AR HBER R B A
HLAE 19984 CTHYR 25 & I LN IS AL BIOS i Frr» AR HI bz
PHHERIHBIOS, FENL oIk msh. HIERE X b
({16 - Rootkit /KNGS Consulting 28 & fi g 5% )
HJACPI(advanced configuration and power interface,
R E A HRRE LD DI RE, AR AL SR RS
WENZNAEAR], A RIBR S H W thsh, bn]
i I PCIY™ FEROM A g 2 A WL Al oK G "5 AH < Al 1
Rootkit, #leEye BootRoot ™ & —FfH& it 22 4 5 5 i
[X fi/Rootkit.

3  Rootkit#&N|

WEMTRER L, AU A A I 7 ik
43 AU R FRR I SRR e B M i
ARSI, 2 A% I8 E o I AR B, AE A
SO R AR T HO R BE R, DA ADE 2 15 %
ARG o A DN K D0 s B e R 2 S AR

s HAEEARE R AR FN A FOR B i
R, RIS 2 R G A T R DO
(WCPURM M Z, WAFFIHZ, SRS ARG
O3B A I 25 1 AT D LUADE R IR . 1k
WML Re A BRI AR o A, (HEA R T AR
R SCIE W Es o S8k M I 3 o il ml {5 3%
Girh RGN RN IZ WA AR AL, SRPE RGER TR
ZEPE B AL BT o AT IR BE A ROR B AR 0 AR
ok A, (HSZIL A HE

XF T Rootkitfr il , AKX L 0 RS I i BAA
AR A AT LA AT D22 K AT I 77 o
3.0 EREFREE

Rootkit AR AR I A o W, 2 FE: FFE
PR IyE . e R K . Hookingfrlyk . HL I 22
FERTINESE .

1) FFAERD RS YA

SRR 43 B 5 G W 230 0 Ay SRR A7 )
Rootkit 535 75 >k i LA BT o 1% 5 75 8 58 o i E 0
Rootkithf A FEHCILRFIERS DU AR IERS s SRS
FHH SO R A A7 R ) 3R i A AR I W 2 5 DT
BC A E A5 2 o 0% 7 VR REORG YRS SRS 43 2 A
Rootkit, {H T Rootkitifl i 4 FKHUHT [ Hook i AR 5%
DKOMEI A, 183 FR 48 5 P A7+ B b L s S0
SR, FEEFERE A MNER A /A BZ K
Rootkit, RES#gent. Fik, X E4RootkitAs
A1 A JRootkit, PR i AR BEAR FLE AT HL IS A 2]
REAE RS T A8 12 7 92T AT

SRR AR WU 2 2 —Fhod FH A e A, H R
ik Ak Rootkit % 4% 7= fih 22 2K F R A5 77 v b AT K
WMo HREEAZTE . I eSS AR I,
W ah A oAb v, A e & .

2) SEREMERIRTE

SEHENE 3 AT -SRI Y2 e A A R 4 S A
TR RS WAL AR B e R I LA . TR
SE LA IR YL R G 1) T B R 48 U () Hash i B AE
s ARGl s AT RGN AR TR RSN
AU If Hash i s 5 Jim LU TP 38 K P T 2R 0 15 52
Rootkit/#& 4. [ A7 yE A T HAG: Windows
RGN SO e #4449 2 1T H Sentinel, Rutkowska
Fi 9w 5 (ISVVEL PatchFinder®0M48 1% 77 2440l
SR, BeAS IR 73 R ARootkit, {HPX HHash
LV S i RootkitDh i B gt , Han % e n]
REME V215 MU AR X 3k, BUfi 1 7 AT A A

3) Hooking il

Hooking & I 72 18 iz i I 28 28 b hak = 1) v 1)
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W2 AT RN LU W o 1277 325 e 32 4
T EA, W RS S A R A (1
WSSDT. IAT. IDT. KZNFEFIRPESS), i fr kL
BEHR 10 AE I RGBS A s Hk, XS
TRALREIH , ST G 0 N R G0 %5 bR 0 3k
JUAFRA, TRPAT R AR ARG A . i
FHUL 7 VR IR T B %, invVICE !, RAID'™,
iDefense 2 7] [FJHook Explorer. Volatile Systems /A 7]
JF & 4 Volatility . Mandiant 2 ] ) Intellignet
Response X HBGary A m [fJResponder, 3% 277
ERTRootkite {H1ZZE 51 %) 52 % E Hooking £ AR F
DKOM i A &g it R B -

4) K ZE R

2 SR SRR A A8 SCRL TR, 2 adad b
AN SRR 2B 5 2 D) I A28 21 1 R 40
fa 8, WdEFEAIZR . U H AR M IEREYIER .
SSDT. IDT4E, A4t Irakah R 2 2 KA MR ootkit
SCHR[64] 1 4tz il 75 v 90 9T & T A OC TR
Patchfinder. 2 J&, A AN B, Thag g 1) T
FURGR IR, B G K . aifd %k Russinovich
%5 ) Rootkit Revealer. IceSword, Linxer %5 ¥
PCHunter /& F-Secure 28 @] fiff & [ Blacklight %% .  SCik
(65145 HY T K I 2 LR ootkit i 40 e 22 57925, % 7110
W REK, RAMEBAE—ANFIRPHI, MmER
— YRR P, ERTEERINZE RS B
JEN, AR C 0 8RS ) Rootkit. {H 40 S Rootkit
BT B AR, A FIRG K 5E A,
WX FRAS IR BEFEA LT, B RERIIAST I -
3.2 REHRENE

Bt B2 (1 2 SR ootkit IS - Rootkit H B,
‘EANSE T Rootkithr M A EE 2B E RS R 8, T
BT EAF IR ootkithr Il A e RN J1 . XK, T
B - R R o otk 467 Wl ¥ BV A — Bl A iy 5 140 By 10
Jiike

AT, 5T R ootkit Il T ELAH X b .

5 ][5 197 ey I 9T v R J F [ 5% 22 A I S it il 1
—ANIEFRELE IR ootkitfi k7 % CoPilot ™), g fE fi
PRGN ERAE R A AE SO R S, 3l S 4
R G TR AT o Tribble!” X FRED I i B 4%
W A7V i) (direct memory access, DMA)f5 & £ 3K Y
HNAEE UL, TS WAT N . 7285 DU BE A A7 I,
H bR 2 CPUR R {5, LA S Bt AT Rootkit
M ARVEBE N A7 Es

SR TR R ootkithSr V2 2 H H e i 1B
7 5, ABATE B A SSR b ™ s ELAR ) 20 i) F)
Rootkit{/3 i) F- HAG M EIE . thah, S0 TR
SR RN . WNXAE X EF, Rootktifsy
IS5 AEVAIE ST I H A T
3.3 Rootkitfll T 2iF{H

H MRootkit 2 N 75 Rootkit$3; A 5 & A A
WL, WP G N e 4) b e TR Z A
JNE R T RN . A PRUT SR IS T
FLA %, FFRERootkitk il T 2 A A A
S S 9 P HAT, X Rootkit
RO T B PP BIF AL TS B, W90 THaR %
VB REFFAHSCHETE . W SCHR[70-71 10 855 4 9% 1RO FH 75
HI IR ootkithy i THIEAT T PPAGITFE; STHR[7210) &
73 FRIERootkithk il T H AT T YA BT

24 Rootkit 5 #2128 4848 H. i K FH (1) AH G 12
ARy RICHEFE T 10N ARE FIRootkitFE A, HIAFX
Rootkit2005 . Hacker Defender. NTIllusion. Vanquish.
Gromozon. FuTo. Ghost. Shadow Walker. Unreal
JPhide ex; HEFE T 10 RN FIRootkith il T
HLHATAR SR PEREVEAS o I LT 14 2570
fhiRootkith il TH K PERE: BERY/ZRE . Ik,
BB . S5 SO 913 KMBR, &Lk
Bl ENE . SSDTH# 1. IDTH) ¥ IRPH T\
IAT#) 1. GDT/LDT#JJ* )X SYSENTER# . I PF
PR MR R

1 Rootkitt& N T 2iFfG

Rootkitf il T
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McAfee

e S i, OMER vt XueTe S i S0t
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etective
Registery v v N N N N v v
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SSDT Hooks v J N N v v v
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A IR WIR 50, ASTIA i Rootkit 7 4143 A 4
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Microsoft 24 w [f] 64 {7 Windows & %4t 5| A 1Y
PatchGuard$3 R U2 2 AH G # D g
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A, B EH RGN AR RS, Rootkit il 5
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Rootkit$ A [ B2 I8 #8547 Th it DL A 5 LA =K
PEAHEBIE . AHE RS L R R, CxF M 4%
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