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Protection of Kernel Integrity with Two-Mode Protection
Operation System

HE Jin, FAN Ming-yu, and WANG Guang-wei
(School of Computer Science and Engineering, University of Electronic Science and Technology of China Chengdu 611731)

Abstract Kernel-level rootkits attacks pose a deadly threat to kernel integrity, and kernel rootkits is currently
a research focus, primarily focused on kernel-level rootkits detection and rootkits protection. However, these
studies are always flawed: the rootkits protection presents a single protected mode; kernel-level rootkits detection
can only do the detection use, even if the kernel has been found to be attacked, there is no method to solve. Give
this situation, we design a two-mode protection operation system (TWPos), this is, a kernel-level integrity
protection method along with detection and protection capability, even if the kernel is already under attack, TWPos
also recoveries kernel integrity. The experiments show that TWPos is a comprehensive and effective protection
system without sacrificing system performance for the price, and is compatible with a variety of OS systems.

Key words detection recovery mode; kernel integrity; rootkits; safe authentication protection mode;
two-mode protection operation system; virtual machine monitoring
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