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Abstract A dynamic computer forensic model based on business user’s behavior is proposed under the
research background of complex network environment of information system. This model, which adopts the
Trojans theory, provides a method of quantitative evaluation of business user’s behavior based on cloud model
theory. The rationality of the model’s evaluation is verified through simulation tests. At the meantime, it is proved
that the model is able to record the business user’s behavior covertly and real-timely, and ensure that the obtained
evidence can be fed beck to the control terminal, offering a feasible technical approach to the research of computer
forensics.
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