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A Proxy Auditing Protocol for Data Storage in Cloud Computing
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Abstract With the rapid development of cloud computing technology, more users will store their data on a
remote cloud server. To ensure that the user’s data is correctly stored on the cloud server, remote data integrity
checking has attracted widespread attention by academia and industry. By considering limited computing resources
and communication bandwidth on the client side, users can delegate the auditing task of remote data integrity to a
professional proxy. Currently, the proxy auditing scheme of remote data integrity can only support storing static
data. But in this paper, we propose a proxy auditing scheme of remote data integrity for dynamics, which is based
on Merkle Hash Tree and bilinear pairings technology. The proposed scheme can not only meet the security
requirements of auditing protocol for the remote data, but also support the dynamic operations, such as inserting,
deleting and appending. Security proof and performance analysis show that the proposed scheme is safe and
effective.
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