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Medical Blockchain of Privacy Data Sharing
Model Based on Ring Signature

WANG Rui-jin*, YU Su-zhe, LI Yue, TANG Yu-cheng, and ZHANG Feng-li

(School of Information and Software Engineering, University of Electronic Science and Technology of China Chengdu 610054)

Abstract With the progress of information development of medical industry, the medical field has got into the
era of big data. However, it still faces many challenges in data heterogeneity, interoperability, and privacy
protection. In response to the above problems, a decentralized medical big data sharing model based on ring
signature is constructed. The model maintains a reliable medical ledger database based on the decoupling of
blockchain, ensuring that the privacy data cannot be tampered. It constructs a private data storage protocol based on
ring signature, which guarantees medical data and patient identity privacy with its full anonymity. We proposed a
medical information strict access control management mechanism based on smart contract automation execution of
preset instructions. The authority and confidentiality of medical privacy data are guaranteed by clearly dividing the
access rights of medical privacy information. The safety test results show that the model has better real-time and
robustness than the traditional medical big data sharing model.
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Variables: bytes32 Addr, struct MRInfo,mapping
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procedure constructor()
Addr = msg.sender
end procedure
Input: bytes32 InstAddr
procedure warrant(InstAddr)
if msg.sender == Addr is True then
Alist.push(InstAddr)
end if
end procedure
Input: bytes32 InstAddr
procedure unwarrant(InstAddr)
if msg.sender == Addr is True then
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