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Abstract AFL-CGl-wrapper (ACW) is designed for detecting vulnerabilities in desktop CGI programs, the
core idea is fuzzing CGI via executing the targeted program in the QEMU environment. However, there are two
challenges when applying ACW on discovering vulnerabilities of embedded CGlIs: 1) the diversity of devices
makes fuzzing via fixed input-model is inefficient; 2) only tracing the main module of CGI cannot utilize coverage
information to guide fuzzing to explore those code paths that are dependent on functions hosted in extern module.
To overcome these two challenges, a lazy input-model based on feedback and a selective extern function tracing are
presented and implemented in the prototyping system named BCFuzzer. Finally, several experiments had been
conducted based on a set of embedded CGIs from some real-word devices. The result shows that the techniques of
BCFuzzer can help to explore more code paths and detect more vulnerabilities as soon as possible.
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SE 1. ACW BRI 5 5005
Input: Seeds, CGI P
Result: MaliciousCases
fixedModel — [ “HTTP_COOKIE” ,
“REQUEST METHOD” , “PATH” ]
for Seed € Seeds do
for nulterations «— 0 to Maxcnt do
inputData < Seed
inputLen « len(inputData)
nuMutations «— RandInt(inputLen)
for index «— 0 to nuMutations do
bytelndex «— RandInt(inputLen)
mutate(inputData, bytelndex)
end
envList,stdio « ParseModel (inputData,
fixedModel)
status, cov « ExecWithQemu (P, envList,
stdio)
if status is crash then

Append inputData to MaliciousCases

end
if HasNewCoverage(cov) then
Append inputData to Seeds
end
end
end
ACW JE I A S 1~ & CGI I 1248 R 4t
HARZ 0 e 5 T 5 RIS B I . Sk 1
ARSI ACW FE 28 S BDRT I A 4% AFL 2Lt | sg
IR 0 o Ho,  fixedModel 52 il 5E S HY
CGI [E & N A ACW K 28 ML B0 A% 5 0 vk
S E AT A8 57 . ParseModel K4 fixedModel
X AR e s BEAT B LAIE R B CGI 7 ZE 1) A 5
A% 5 envList FAR #E 4 N stdios  f J5 B FH 17 B 2%
QEMU #litE#AT CGI. NIRRT HATRE, ACW X
XF CGI B BT 7 o R

2 BCFuzzer 2%

2.1 H#RAZ CGIHEHMIN I R FNRR T 34

A% 2 R FE (1) Web & 281 CGI 12
¥, XAH15 ACW R TEIR AN CGI IwiFZ 4 2
AT I 5 Ko o, 3l I 1 IR CGIFR Y 5 ok
YLEH . AREDAT 04 1 07 2 ALT AR FIAAD B 42 1
AN .

01. if(strmep (getenv (" REQUEST METHOD’), “POST”)) {
02. if (strmep (getenv (" SelfHead ), ”X”)==0) {
03. char buf[1024];

04. read (stdio, buf, getenv (" CONTENT LENGTH )); //crashl

06. telse if (strmep(getenv (CHTTP_COOKIE ), “debugger”)==0) {
07. abort(); //crash2

08. }

09. printf (“bad headers”);

10. return 1;

11. Jelsef

12. printf (“invalid method”) ;

13. return 0;
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Input: Seeds, CGI P, ExternCalllnfo ECI
Result: MaliciousCases
for Seed € Seeds do
for nulterations «— 0 to Maxcnt do
inputData «— Seed
inputLen « len(inputData)
nuMutations «— RandInt(inputLen)
for index « 0 to nuMutations do
bytelndex «— RandInt(inputLen)
mutate(inputData, byteIndex)
end
envList,stdio < ParseModel (inputData, Seed.
model)
status, cov «— ExecWithQemu (P, ECI, envList,
stdio)
if status is crash then
Append inputData to MaliciousCases
end
if HasNewCoverage(cov) then
mode/ <« ExecWithQemu (P, ECI,
envList, stdio, GENV)
seedN « (inputData, model)
Append seedN to Seeds
end
end
end
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Input: FuncNames, Target CGI P
Result: eCallList
cfg < GetBinarayCFG(P)
sourceList «— GetlnputSource(P)
for source € sourceList do
insList < Forwad Binary Slice (source.addr,
cfg, P)
for ins € insList do
if IsExternCalllns(ins) then
Append (ins.addr) to eCallList
end
end
end
BCFuzzer i F] 5% 4 P i) 4= T 41861 ] R
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AP
Input: block,lastBlockIlnMain externCallEnergy
Result: TracedBlock
TracedBlock «— NULL
if IsMain(block) then
if NOT lastBlockInMain then
ClearEnergy(externCallEnergy)
end
if HasExternCall(block) then
AssignEnergy(externCallEnergy)
end
TracedBlock « block
lastBlockInMain «— TRUE
else
lastBlockInMain «<— FALSE
if HasEnergy(externCallEnergy) then
TracedBlock <« block
end

end
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