H52E Holl S B PN Vol.52 No.6
2023 £ 11 H Journal of University of Electronic Science and Technology of China Nov. 2023

ETXEB=THIITENSH=ETEIER
nEZiER

*@‘;ﬁt'fgjla %{i%la E"%ﬁz, Ej%j(la E/\/ﬁ*g-'za '—%JI—%\]\ 2

(1. FHHETRAERESERH TREYE R FE 266520, 2. FHETFE Y LR FS  266520)

[(HE] A B2 RERFRRELRN EH#T2AEHORERT, XFPRET —FHEFRIREEZTFTHMNITA
(AQW) HERRBptesBe s TREMEI L. G4, SREBEARBTHEETTALETE (NCQI) &7, MEET
K3, AR LI AQW A by it bR E T T FRIESE, TRARLETRENImE R, BEIEDIFiTEH
Wit AQW #9046 &0 RARIEE T B H ik A vty A4k, @ idxT 4R b e de B AR A #4722 it BAL L 6945 A 258,
BHET Z T B EER 2k,
%X 8 A AQW; NCQI;, &-FfF4iE;
FESES TP391.9 YRR A

ETEGMWE, ETTLH%
doi:10.12178/1001-0548.2022303

High Dimensional Quantum Image Encryption Model Based on
Alternating Quantum Random Walk
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Abstract Image encryption is a key link to ensure the secure transmission of digital images over the
Internet. In this paper, a color quantum image encryption algorithm based on alternating quantum random walk
(AQW) and XOR operation is proposed. Firstly, the original color image is represented by color quantum image
representation (NCQI), the quantum circuit is constructed, and the quantum XOR matrix is constructed by using the
binary probability matrix generated by the controlled AQW to complete the encryption operation of the original
quantum image, and the decryption process is the reverse process of the encryption process. The initial condition of
AQW is the key to guaranteeing the security of quantum image encryption algorithms. The security of the proposed
quantum image encryption model is verified through the simulation experiment of on classical computer.
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