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Fast Key Recovery Attack on the Bit-Search Generator

JIA Yan-yan, HU Yu-pu, and GAO Jun-tao
(Key Laboratory of Computer Networks and Information Security of Ministry of Education, Xidian University Xi’an 710071)

Abstract For the bit-search generator, a fast probabilistic key recovery attack based on multi segments of
keystream bites is presented using the idea of Martin Hell’s attack on the self-shrinking generator. Compared with
the best known attack, the attack complexity can be significantly reduced from 0(2°°"L%) to O(2°***L?) if we have
O(NL) of keystream bits. Here L is the length of the linear feedback shift register (LFSR); N is the number of the
segments of keystream bits. The experimental results show that: the complexity of this algorithm can be
significantly degraded as the number of attacks increases; The longer the length of the key is, the more efficient our

attack is.
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