Vol.47 No.3
May 2018

SR I PN S

Journal of University of Electronic Science and Technology of China

BT EFRIEE RENNBIRFARIFTIE
ko' 2l F, £ #', FTEE

(1. WIERH RS STHURI Y 5 TR0 WIRE W 411201, 2. WIFS K5 RS 5 TR Ky 410082;
3. MR ZET MR A S EE A%k T 510006)

FA4THE FEIY
20184E5 H

[(HBE] AL TEERSHELCEAZRILT, ASHIEREZETLEONFA, BRE-METEAELEREY
Ak e AR k. E SRR ZREANE, 2R ERFRABELBETEAR P A NFRNELAERE, BAF BeHE
EH s EER, VBV AP EREBZNGRE, BIKA P2 ERELMEBGRE, F ot i & FMarkovAE R &9 4%
L BTN R AT B S, REEHANTTE, 2o WEAYIEL T kA 2Ry A P ik iafs, FBERITZT A%
B RS 8 6t B AR AZ T4 .

*x % A 84 KBS, ATEERS

FESES  TP309 XEkREED A

MarkovAEA!;  Bhid 8 A4
doi:10.3969/j.issn.1001-0548.2018.03.020

A Trajectory Privacy Preserving Method Based
on Caching Candidate Result Set

1 - 2 : 1 . 3
ZHANG Shao-bo', LIU Qin", LI Xiong', and WANG Guo-jun
(1. School of Computer Science and Engineering, Hunan University of Science and Technology Xiangtan Hunan 411201,
2. College of of Computer Science and Electronic Engineering, Hunan University Changsha 410082;

3. School of Computer Science and Educational Software, Guangzhou University Guangzhou 510006)

Abstract To address the intersecting region of the continuous range queries needs to repeat queries in the
location-based service, this paper proposes a method of trajectory privacy protection based on caching candidate
result set. The method utilizes two-level cache mechanism to cache user’s candidate result set at client and
anonymizer, and the next query point on the trajectory can obtain the answer from the cached data, which can
reduce the interaction between the user and the server to reduce the risk of user’s information exposed to the server.
At the same time, we propose the k-anonymity of the mobile location prediction based on the Markov model, which
can improve the hit ratio of cache and enhance the user’s trajectory privacy. Security analysis shows that the
method can effectively protect the user’s trajectory privacy. Experiments show this method can reduce the
computation and communication overhead of the server.
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