36 5 Vol.36 No.5
2007 10 Journal of University of Electronic Science and Technology of China Oct. 2007

JAAS J2EE Web

( 610054)

Borland JAAS J2EE Web Oracle
Web
JAAS Web

JAAS; J2EE Web
A

Implementation of Authentication and Authorization Based
on JAAS and J2EE Web Container

JIANG Wei DU Ping-an LI Lei
(School of Mechatronics Engineering, University of Electronic Science and Technology of China Chengdu 610054)

Abstract To implement the authentication and authorization in a Web application based on Browser/Server
model. JAAS and J2EE Web Container’s security realm, combining with Oracle’s self authentication, are used to
authenticate and authorize users who want to access the Web application. The resources that a user can access are
limited at Web page level and the security issue considered in development phase is moved to deployment. The
business logic and rights management are isolated so that programmers are no need to write codes in each page to
examine whether the user have rights to access it. The results show that using Java Authentication and
Authorization Service (JAAS) can enhance the entire system’s development efficiency and the security mechanism
provided by Web Container can work with the database’s security realm well.
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LoginModuel
J2EE1.4
LoginModule ( JndiLoginModule
Krb5LoginModule NTLoginModule  UnixLogin
Module) LoginModule
JAAS 2.1
J2EE Wb
(341 (FORM)
(MUTUAL) Web
FORM
(Subject) ( ) ( ) Web
JAAS (config_jass) 7 FORM
myRealm { web.xml login-config
com.borland.security.provider.authn.JDBCLoginM-od
ule required URL

DRIVER= oracle.jdbc.driver.OracleDriver

URL= "jdbc:oracle:thin:@localhost:1521:mydatabase”
DBTYPE=ORACLE USERNAME-=test
PASSWORD-=test;};

myRealm
Borland (BES)
JDBCLoginModule
JAAS
Web
HTTP URL
url-patten

2 JDBCLoginModule
JDBCLoginModule
e dba_role_privs

return getUserGroups(“'select granted_role from
dba_role_privs where grantee =" + s.toUpperCase() +
""" ), 1l S

J2EE Web
<security-constraint>

web. xml

2 J2EE Web
J2EE

<login-config>
<auth-method>FORM</auth-method>
<form-login-config>
<form-login-page>/login.jsp</form-login-
page>
<form-error-page>/loginFailed.jsp</form-
error-page>
</form-login-config>
</login-config>
login.jsp  login form
name :j_username  j_password form
j_security_jeck
j_security_check

URI
myRealm j_username
j_password JDBCLoginModule
Oracle
loginFailed.jsp
2.2
J2EE Web Web.xml
Web
Servlet
Web
(Role)
[4-5] (

Oracle
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) JDBCLoginModule JDBC
Oracle
<auth-constraint> [7-8]
(1) Oracle

(HTTP403 )
(web.xml) <error-page>

[6-7]

deny.jsp
<error-page>
<error-code>403</error-code>
<location>/deny.jsp</location>
</error-page>
web.xml
Web

<security-constraint>

<security-constraint>
<web-resource-collection>
<web-resource-name>AdminPages</
web-resource-name>
<description> accessible by authorised
users </description>
<url-pattern>/admin/*</url-pattern>
<http-method>GET</http-method>
</web-resource-collection>
<auth-constraint>
<description>These are the roles who
have access</description>
<role-name>manager</role-name>
</auth-constraint>
</security-constraint>
admin
manager

3 JAAS Web

JAAS J2EE Web

Oracle

BES
JDBCLoginModule

2 config.jaas

?3) web.xml Web
(4)
login.jsp error.jsp
deny.jsp login.jsp
JAAS J2EE Web

LoginContext

JDBCLoginModule
[9-10]

LoginContext
login()

LoginContext Ic = new LoginContext (“myRealm”);
1l config.jaas myRealm
Ic.login();/ myRealm
JDBCLoginModule
LgoinContext.login()

JDBCLoginModule  login()
CallbackHandler Oracle
2
protected. jsp
login. jsp
loginFailed. jsp
deny. jsp
protected.jsp

2
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(session) session

session

web.xml
config.jaas

if(request.isUserInRole("manager”)){//add a delete
button}
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(Login-Module)
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