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IDS Based on RST and SVM
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Abstract In this paper, RST is integrated with SVM, and knowledge reduction system is
congtructed based on RST and SVM, and integrated Rough Set Theory into SVM. Then Intrusion
Detection System (IDS) based on RST and SVM s built by analyzing IDS. Finally, comparison of
detection ability between the above detection method and others is given. So the IDS based on RST and
SVM isabetter project.

Key words rough set theory; support vector machine; intrusion detection; knowledge
reduction

MNRLAE A 2% 2 WP E N A, LR, 50 TREWNAMAEI) 2 RE. ANMREE k&
ARIF VS, DUAIBT R G2 AR e R sl LR R L AT .

FENAZRLINEAE A3 IR, AT 45 58 (1o VBl b AT 202 AT ARE I Bt 2 13 (0, A FF
R LI SCR[AFEAZAR IR AR “ AR (BAe “IEH 7 )M “4EAR” (Bt “R7H%”)
(R AE AR T HE T S BRI N AU A o SCHRR[2) A A2 I 26 RARBURFAE AN 328 0 SCHIR[3, 4] N K42
PEHARII A FER DT T AR AT RSB R . DL 5 VA AR i Kl e 58 4% R o o B S A REIA B L
ARIPERE, IR R EAERZHNG 00N, BAR 2 AE & mAHE . A, W/
AHAAK AFHEESERTEIUT, S T EIRRAE, SCBNRELIE? ASCE IRSTRISVMF# B
(NEN VAN S itk B S A R I AN 2 ol P 27 A T

1 EFRREERNLHREINARENRENEYT

FKE£E 2 18 (Rough Set Theory, RST) & — R AL BEAKE . ANHE L5 A S8 5t (R8T 1 Bz BEAE D9
ANGEREBARIEAT 3 s MR RIUBIE MR, SRBCH AR, AR AR, BESCARERA . AN E S

Wik H39): 2004 — 06 - 09
g XZEARA976 -), Y, WL, TEMNFRGEHENS . =P, e ML TR,



534 R PN o 5 34 4

WL, 3]0 ARSI T AN i TR P . SoRE [ RHL(Support Vector Machine, SVM) & — i
HEST ARG ST BRI 2 NI RS S Uik, R, )RR SINLES, Ry
) BB 3 10 T BRI 779 1 L KT R AV apnik 45 1 KUK B /MR, SRR 2 S P AL
Be 1, B A PR AR DI 2R R AR AR B /N R A5 25 475K RS I 6 7 A TR AR RN R 22 . AR AT R e
N 1T o

Rt R
5 kLA

A 4

A
A 4

K1 ANEEIRS

THAHRSTAHISVM % AL S e85 &5 i, ML TRSTHISVM FIA1R L R G W EI 20178
TR AT S SR SRR, P AR B N SR 28 o 127 8 M) 4 P 20 SR A T

AR A

/ N

Rt 2 .
mRters | TR SES

<

\ VS B S P /

!

5 B IE SR A

!

e/ MRS B

A 4

A

K2 EETRSTHISVMIE AR TEI1L R %

AU H AR ARST R G (M B AR L), MRS I “SEftb N, Rt m ™ 15 R T
[, SVM ARG (Ja B ARG BRI S T B 4R R34 >, 2% 2 R H] Sigmoi dAU % R 41
SVM, ISR HE S SO (K HARIN 3 o RIS S 1E 20 I SV M 27 2 RS ER 27 >) 2 1] 1R A i 50t 1
T BRELRE B 27 > et o2 e M A Bl 1) R SRR U 8 4 350 1 A R 20 I A7 1) o o B SR HOREAS O 1o 1 V7 B T RST
MSVMI N RS, AR GHE W3

7R E/E —> ok 2 —»  FHERI L YOS TE

A 4 | \4 ¢ A 4

VIR S —» TR PR SVM #1 [— RST J5i&iH)

A 4

HIRARL

E3  JETRSTHISVM ISR R 4t
VRO TIUA B % ORGSR AT A PR . ol T SO [ AL 20 2% X 4 KL
AR AT PR BT 7298, HAR ST VBl P I B A AR, o HARAT W R ANKGRA . AN
Kol P LU ZBR F RST 2R G0l e s e e S 1) AL RERS VUM I B 7 i R o SCRF IR L) SR A0 X 2



%AW XFEFR 25 FET RST Al SVM [N KGN R 48 535

BT 2, PrARRER . AR, ISR EE R T LR N A N RIS R S, EOA T
BE— PR m A RGN IEZE, W ABOE — 28], BlaR A o e AR T A A E . X
AN REAE HTR R G5 o

2 ZRHE

E RIS RS, N TR RS % (Al Lab.) A TH I prdis 24T 05 30, DL BRI HE T
RSTHISVMIW AR I RS TAEE T2
21 RFINGHK

5B b TR 30 B 10K 00 IE 1 3R G0 R B AT 2B AT 4504, T DA 38 15 86 16 & G i P B R
Ao BT AR ARG ISR RAT 10— /N 43 B LS 7 A1 e AT AR AN — 4. MK
Sy KB B 6T 5 AT R AT F 4 o, 2 13 31— 2B 1E P 9 S S 3 9 ) R e
FPAIANR . KX R 2503 5 TR I IE 5 FLP SIREASEAT LU AN [F] 1 1 5 7 51 (1) I8 48 3R 48 F
GBI T S PR . B T n AMEA, WA R ZIREAIEN (X, Vi), (Xo, Vo) € Re {23 1)
TR, HPIEFHFEARMIBRZE h+1; SHREA -1, Hk=6. FT730 0 IE 5 Fm w0 2 4800 e 510 250
PEFEAR IR LR

Rl EEMEEMNEFIINGHER

k = 6 15 FI IR RE A Iy R
5 3 67 67 5 139 1E% (+1)
3 67 67 5 139 67 1E (+1)
19 4 6 9 10 6 IEH(-1)

3 6 9 10 6 6 E#(-1)

22 ANEEMAE

KT RSTHISVM IR I ZR ZEEAT NAZAS I R A2 43 S P A B IR BERTRS I Be . 1) 7EUIZRB BL,
FFIHRST RGN TE & H W AKEFEIG AT A, ARG IS 2 1 U A ARR 8 SR ) AL 5 H A5 31 S R
W EAAH S H. 2) FERIIBY B, AT DO RAVRES R G FEPAT AT HE T o 158, Wi ik 2
K EE R K =611 ) o OMZ AT AT, R8T — ARG ETFA. XL RE010 1 7
Fi NRSTHISVM 7r 52, 1T LAAS BIFI g ) it o AR5 M4 40 R 0 DG 12 ) e i 1 EA T ) e, BT ) i 4k
AT IPPIRZS o 2245 Y T A SO i N 5 RIS 0 B4 11 43 e 75 00 o

Fz2 (FEPINSGEERENEEN S EER

RGeS oA AEITE
IEHE AT I S AT I AT I SEH AT
20 20 2700 1000

RS T ARSI LA R SCRR 749 (4 R 0 B . SCRR[7) 2409 T ARh A . Stidedsidit
MRIE VI ZRE AR TSEH A BRI T A« JELE R G AP UM N IEWAT NI L. SRR Zer o ke
DPRPAT IR I LERAE, FFRE AT T I IE R AT R IR PR, 0 RS [RVREAIE 1) B bt s {E gl ) 52
115 H R t-Stide!s StideZSAbl, LRI I A T IR A A [R5 A B A3 A D A D .- RIPPERGE
William Cohendg i )RR 2% > 5005 o IXMH G 2 N T T 73 2 1) e HMIMJ 36 2 Y I B 2R ] AR
(HMM)X IEH IR TIEREA T iAo FERL IR BE, PR RS R M bR 45t B AR, I R T B
WP E A e A LB O R AE A A 0 100%H) 1 L S IR 5 A< (i . iaR3T I, HMM
(R PR e i AHAE BRI TG o 6 AR R A N 45 2R, A IKIRSTAISV M BIT it (A VI R I ] B8 328 /)



536 R N 5 34 %

TFHMM Jyik,
T3 LR RN 5 v 0 R L
Stide t-Stide RIPPER HMM RST&SVM
PN A | 10min 10 min 1 min 5d 6 min
R 0.0 0.000 75 0.0016 0.000 3 0.000 2
3 & &

WS ST UG, TRSTHISVMIAN AN R 40 BAT LU RAL R 1) BN T7 ZE 0T 1 1E 5 R 3 11
FAS AELT VD IR IR R H AT NS DO R At RE A 2 B AR R R s 2) % s iR B 2R
(AL ACAST I I ) B AR 5 320 B) % VAREMEREIN TH 4, JFEAT MR se Al PrEL, BEARZGRFEORAR
R 2 S A Rt -

& % XX W

[1]Forrest S, Perrelason A S, Allen L, et al. Self_Nonself discrimination in a computer[A]. In: Rushby J, Meadows C, eds.
Proceedings of the 1994 IEEE Symposium on Research in Security and Privacy[A]. Oakland, CA: IEEE Computer
Society Press, 1994. 202-212

[2] Ghosh AK, Michael C, Schatz M. A real-time intrusion detection system based on learning program behavior[A]. In:
Debar H, Wu SF, eds. Recent Advances in Intrusion Detection (RAID 2000)[C]. Toulouse: Spinger-Verlag, 2000.
93-109

[3] Lee W, Dong X. Information-theoretic measures for anomaly detection[A]. In: Needham R, Abadi M, eds.
Proceedings of the 2001 |EEE Symposium on Security and Privacy[C]. Oakland, CA: IEEE Computer Society Press,
2001. 130-143

[4] Lee W, Stolfo S J. A data mining framework for building intrusion detection model[A]. In: Gong L, Reiter MK, eds.
Proceedings of the 1999 |EEE Symposium on Security and Privacy[C]. Oakland, CA: IEEE Computer Society Press,
1999. 120-132

[5] kMG, EA5E. AL I ANBAbt 7 42K []]. AT 5 EF, 2000, 14(4): 1-12

[6] Vapnik V N. The nature of statistical learning theory[M]. New York: Spring-Verlag, 1995

[7] Warrender C, Forrest S, Pearimutter B. Detecting intrusions using system calls: Alternative data models[A]. In: Gong
L, Reiter MK, eds. Proceedings of the 1999 |IEEE Symposium on Security and Privacy[C]. Oakland, CA: IEEE
Computer Society Press, 1999. 133-145

w B NP



